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The intent of this health center resource guide is to provide health centers with detailed information and
resources, including various approaches to assist health centers in developing and implementing an Emergency
Management component to their established risk management program. This guide assumes an all-hazards
approach for developing an emergency management plan (EMP) based on the phases of emergency
management and disaster recovery, including planning, mitigation, preparedness, response, and recovery. This
resource guide is a tool for all health centers, whether just starting the process of developing a comprehensive
EMP, or for use in updating existing plans.

This guide is not regulatory, does not alter any existing regulations, and does not set standards for compliance.
The models and examples included in the resource document are merely suggestions and are not to be viewed
as the only methods. This guide is focused on health centers and is only one resource among many other
emergency management planning resources, toolkits, and materials available for health centers to reference in
preparing a comprehensive EMP.

We hope health centers will find this guide helpful in the development and implementation of a comprehensive
EMP.
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INTRODUCTION

Emergencies happen - all the time - and even small ones can have a big impact on a health center. Although
the word ‘emergency’ tends to conjure thoughts of September 11, Hurricane Katrina, and other catastrophic
events, every day occurrences such as fires, floods, ice storms, and power outages can severely limit a health
centers ability to provide health care to its patients.

To help lessen the impact of disasters or emergencies and to help health centers get back to the business of
providing health care as quickly as possible following an event, it is important to engage in emergency
management activities. Here are just a few of the reasons why it is so important for health centers to get
involved and stay involved in emergency management:

1. Emergencies happen whether people and health centers are prepared for them or not. Responding to
and recovering from disasters is much easier when people and organizations are prepared for them. This
is especially important for health centers which need to get back to the business of providing health care
to their patients, keep revenue streams running, and payroll flowing.

2. People will go to your health center during a disaster. Studies have found that most people affected by a
disaster transport themselves to healthcare facilities and will go to the most familiar source of health
care for help. For many people in many communities, this means the health center - and history has
shown this to be true.

3. Hospitals in your community will likely be overwhelmed during a large scale disaster and other healthcare
facilities are needed to provide non-critical treatment of minimally injured or non-acutely ill patients, as
well as maintain their own continuity of operations in order to prevent their own patients from adding to
the hospital overload.

4. During and after an emergency, your patients will still have chronic diseases, babies being born, and
other ilinesses and conditions that need treatment - if you can’t provide primary health care services to
them, where will they go?

5. Your health center is the link to vulnerable populations in your community - you speak their languages,
understand their cultures, have developed a relationship with these folks based on trust, and know where
they live and how to reach them. Because of the unique way that health centers provide health care, you
have a link with hard to reach, vulnerable populations and can help to be sure that their needs are
included in community wide planning and response by collaborating with vital partners such as the health
department and hospitals in your area.

What is an Emergency?

To provide a solid foundation for using this guide, it is important to recognize that there are a number of formal
definitions noted in this guide. The U.S. Congress enacted the Robert T. Stafford Disaster Relief and Emergency
Assistance Act (P.L. 93-288, as amended) to support an organized response from the Federal Government to
State and local governments to alleviate the suffering and damage which result from such disasters. The
Stafford Act delineates the federal government disaster response in a “federally-declared” emergency and
defines emergency and major disaster as follows:

Emergency is defined as any occasion or instance for which, in the determination of the President, Federal
assistance is needed to supplement State and local efforts and capabilities to save lives and to protect property

and public health and safety, or to lessen or avert the threat of a catastrophe in any part of the United States.
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Major Disaster is defined as any natural catastrophe (including any hurricane, tornado, storm, high water, wind-
driven water, tidal wave, tsunami, earthquake, volcanic eruption, landslide, mudslide, snowstorm or drought),
or, regardless of cause, any fire, flood, or explosion, in any part of the United States, which in the determination
of the President causes damage of sufficient severity and magnitude to warrant major disaster assistance
under the Stafford Disaster Relief and Emergency Assistance Act to supplement the efforts and available
resources of States, local governments, and disaster relief organizations in alleviating the damage, loss,
hardship, or suffering caused.

The Federal Emergency Management Agency (FEMA) defines an emergency as any unplanned event that can
cause death or significant injuries to employees, customers, or the public, or that can shut down health center
business, disrupt operations, cause physical or environmental damage, or threaten the facility’s financial
standing or public image.

In the HRSA/Bureau of Primary Health Care Policy Information Notice 2007-15 titled ‘Health Center Emergency
Management Program Expectations’, an emergency or disaster is defined as an event affecting the overall target
population and/or the community at large, which precipitates the declaration of a state of emergency at a local,
State, regional, or national level by an authorized public official such as a governor, the Secretary of the
Department of Health and Human Services, or the President of the United States.

The Joint Commission defines an emergency as a natural or manmade event that:

e Significantly disrupts the environment of care (for example, damage to the organization’s building(s) and
grounds due to severe winds, storms, or earthquakes)

e Significantly disrupts care and treatment (for example, loss of utilities such as power, water, or telephones
due to floods, civil disturbances, accidents, or emergencies within the organization or in its community), or

e Results in sudden significantly changed or increased demands for the organization’s services (for example,
bioterrorist attack, building collapse, or plane crash in the organization’s community).1

Many states and communities also have additional legislation around disasters. It is a good idea to check in with

your PCA to see if there are state-based laws or definitions you should know about and use in your planning
efforts.

HHTS

Please note that throughout the resource guide,
the terms emergency and disaster are used
interchangeably to mean any type of emergency
or disaster—manmade or natural.

L CAMAC, January 2007
National Association of Community Health Centers 5 Emergencies Happen ¢ Prepare Now



THE PLANNING PROCESS

Emergencies will happen - whether you are ready for
them or not. Health centers can greatly improve their
ability to respond efficiently and recover more quickly
by preparing for emergencies. Part of this process
includes planning with your community and developing
a comprehensive, all-hazards Emergency Management
Plan (EMP) for your center. History has shown that
organizations and agencies that have a coordinated,
thorough, and well-exercised plan are better able to
save lives, protect property, and recover more quickly.

An EMP will formalize and define your health center’'s
role, both internally and externally, in an emergency. It
is important that your patients, staff, and community
partners are familiar with your plan so that they can
help your health center during an emergency
response. Benefits of sharing your plan with all your
stakeholders include:

Critical Questions for Your Health Center in the Planning
Process

Has an Emergency Management Mission Statement
been developed?

Who will be on the Emergency Management Team?

Have lines of authority been established for the
emergency management planning process?

What are the day-to-day health center operations that
should be maintained during an emergency?

Has an Asset Inventory been completed?

What Emergency Support Functions are applicable to
emergency operations?

Has the EMP been endorsed and supported by the Board
of Directors, Executive Director, and health center staff?

* Reducing reaction times, improving coordination, and minimizing confusion among staff and other

response partners.

* Providing a tool for establishing formal coordination with other entities, which a health center may need
in order to assist patients and support business operations during and after a disaster.

* Providing a valuable training tool for educating and preparing staff and patients for emergencies.

* Providing a framework for responding to any emergency situation whether anticipated by a hazard

vulnerability analysis or not.

Successful all-hazards emergency and disaster planning is focused on preparing for a wide range of events. An
EMP that clearly defines and describes policies, procedures, roles, responsibilities, tasks, and specific
operational actions as they pertain to each emergency support function, before, during, and after an emergency,
is invaluable. To ensure adequate planning for all applicable hazards, the contents of the plan should be
responsive to the results of your health center’s specific hazard vulnerability assessment (utilizing an all hazards
approach), which is described in the Mitigation section of this resource document. There is no one-size-fits-all list
of emergency management planning considerations that can be prescribed generically for all health centers. The
primary goals are to ensure that the EMP is supported by your health centers capabilities and that it fully
incorporates all activities determined to be important for the risks and hazards likely to impact your health

center.

National Association of Community Health Centers
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First Things First

Get buy-in

Preparing your health center for different types of emergencies is a long and ongoing process. It is important to
build a strong foundation of support from the senior leadership and management in your health center, since
that will be crucial if your center is to maintain its preparation efforts over time. Being prepared for emergencies
and having plans in place to get back to business as quickly as possible is good business practice. Emergency
management needs to be incorporated into your health center’'s risk management program and should have a
budget attached to it, even if your center is not able to set aside much funding for these activities.

Assign responsibility

After getting the needed buy-in, it is important to appoint one person, an Emergency Management Coordinator, to
coordinate all of the emergency management activities. Most Emergency Management Coordinators also have
other roles within the health centers - it is common to see the Chief Operating Officer, Facility Manager, or
Clinical/Nursing Director assume the additional title of Emergency Management Coordinator - although this may
make it more difficult for that person to address both pre-existing and emergency management duties. Some of
the duties assigned to the Emergency Management Coordinator include:

1. Chair the Emergency Management Committee.
2. Conduct a Hazard Vulnerability Analysis (HVA) and review/revise annually.

3. Coordinate the development of the Emergency Management Plan and review/revise at least annually and
after any deficiencies identified through a drill/exercise or actual emergency.

4. Represent the health center in local, regional, and statewide emergency management meetings. There
are many meetings in every state so be sure that the meetings your health center attends focus on
medical and public health - they may be called Emergency Support Function 8 or ESF-8. The Primary
Care Association in your state probably has a seat on the statewide Advisory Committee so you don’t
need to add that one to your calendar but be sure to participate in any PCA Emergency Management
Committee meetings - you will learn a lot from the other centers in your state.

5. Work with local and regional partners to coordinate your plan with that of your city, town, or county. Key
partners include your local health department, area hospitals, and nearby health centers.

6. Schedule staff training and drills and exercises.

Emergency management in health centers needs to be a group effort with many different perspectives to make it
sustainable and responsive to the needs of all departments within the organization and this requires an
Emergency Management Committee. Some health centers create a stand-alone Emergency Management
Committee while others include emergency management to the list of responsibilities of existing committees
such as Safety or Infection Control. Including a cross-section of staff provides a broader, more robust
perspective on the health center’s risks and response capabilities. Consider staff from senior and mid-level
management, human resources, providers, support staff and medical records, enabling services (outreach, case
management, transportation), finance and information technology, facility security and maintenance, and public
relations/information.
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However you decide to build your committee, it is important that the members have a clear understanding of the
necessary activities as well as the need to report progress regularly to both senior management and the Board of
Directors. Some of the emergency management duties of a committee include:

1. Support the Emergency Management Coordinator in the completion of an HVA and Emergency
Management Plan. This might include dividing up the sections among the committee, researching
existing emergency management structures in your community, developing recommendations about
health center roles, and identifying resources.

2. Determine which roles are appropriate for the health center based on capacity and capability. These
recommendations should be submitted to senior management and the Board of Directors for final
approval.

3. ldentify at least one member to serve as a back-up for the Emergency Management Coordinator, as
needed.

4. Determine training needed by staff to fully implement the Emergency Management Plan.

5. Determine the areas of focus for drills and exercises. There are a number of resources to help guide the
Emergency Management Committee through this process. Refer to Appendix N for websites and tools.

Components of an Emergency Management Plan

Once a committee is in place, it is really important to evaluate the potential for certain events and your health
center’s ability to respond to these events as part of the planning process. A good way to organize and prioritize
all this information is to complete a Hazard Vulnerability Analysis (HVA). Detailed information about a HVA is
found in the Mitigation section of this guide, beginning on page X. This will provide the framework for much of
the development of your Emergency Management Plan - it is important to plan for all hazards but especially for
the events identified in the HVA as being higher risk of happening or for which your center has greater
vulnerability if it does happen.

Your health center's EMP should be a comprehensive, self-contained document that includes the components
necessary to guide all emergency activities. Appendix A includes links to access sample Emergency Management
Plans. These samples are provided to facilitate consideration of the appropriate components for the health
center’'s EMP.

The following is a suggested list of elements for inclusion in your health center’'s EMP:

e Certification of Plan Approval - List plan developers (EM Coordinator and Team Members) and person(s)
responsible for the plan approval, usually the Chief Executive Officer and the Board of Directors.

* Record of Plan and Annex Revisions - A page listing revisions to the plan and the date of the revision.

* EMP Distribution List - A list of all individuals and agencies who received a copy of the Emergency
Management Plan including the date distributed.

* Introduction - A paragraph providing the health center's role and function within the community.

* Phases of Emergency Management - List the phases of emergency management, including planning,
mitigation, preparedness, response, and recovery, along with the definitions for each for the health
center.
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* Scope - The specific health center facility or facilities the plan addresses.
* Responsibility - The line of authority for operation of the health center within the organization.

* Hazard Vulnerability Assessment (HVA) - A comprehensive analysis of the potential risks and hazards
faced by the health center, which have a potential to adversely impact operations. The risk and hazard
vulnerability assessment should utilize recommended models and an all-hazards approach, and be based
on the specific risks and hazards within the communities served. Health centers should consult local and
state emergency management agencies, city/county planning offices, and health department emergency
planning offices for potential hazards already identified by these entities for consideration in the health
center’'s EMP.

e Schedule of Exercises - Provide a list of scheduled exercises to be conducted yearly based on a
recommended four-year planning cycle.

* Corrective Action Plan - Change is inevitable and the plan should be exercised annually to determine the
plans viability in a changing environment. Any deficiencies should be addressed through a Corrective
Action Plan. This section should describe the health center’s process for developing Corrective Action
Plans and how they are used to improve the EMP.

e Operational Policies - Define those responsible for activation of the EMP, accessing additional resources
through mutual aid agreements, or through local, state, and federal partners, and the private sector.
Operational policies should include a requirement for documentation of all assets expended and
requested. These records should include work hours, equipment hours, supplies and materials
consumed, injuries to personnel, and damage to facilities and equipment.

* Legal Basis and References - This section will provide the legal foundation for the plan and compliance
requirements under law or contract.

* Command and Control - Provide a list of personnel with authoritative direction and control for emergency
operations and the lines of succession. This should include an Incident Command Structure (ICS) Table
of Organization.

* Emergency Response Training - Identify health center management staff who are aware and responsible
for maintaining current policies and procedures, resource lists, and training programs for all personnel as
required in the plan.

* Continuity of Operations - Describe the process for maintaining operations, lines of succession,
safeguarding essential records and protection of personnel, resources, redundant capabilities, and
facilities during and after an emergency or disaster. Explore the capability of mobile centers to augment
or replace facilities, which may need to be abandoned for safety reasons.

* Support - List the contact information and names of agencies in the communities served by your health
center who can provide support for the health center’s operations during times of emergencies, including
the procedures for requesting assistance. These agencies include local emergency managers, city,
county, state, and federal agency partners, the health care community, faith-based groups, volunteers
active in disasters such as the Red Cross, Salvation Army and other national disaster relief and recovery
organizations, and private sector businesses and industry.
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Incorporating Operational Policies and Procedures

Your health center’'s EMP should also include relevant policies and procedures covering the day-to-day operations
of the health center as an annex, particularly when dealing with a severe weather event, building shelter and
evacuation, hazardous material release, fire, bomb threat or suspicious activity, and any codes dealing with
health care emergencies or other threats to the health center (i.e. Code Blue).

Completing an Asset Inventory

An asset inventory is a detailed record of an organization’s assets, resources, and capabilities, which may be
needed to continue operations and/or aid in the response to an emergency or other disaster. The asset
inventory is an essential part of emergency management planning and will aid your health center in targeting
emergency management strategies. The asset inventory process also helps in identifying gaps in resources and
capabilities, as well as areas that need additional planning, mitigation, and preparation.

Conducting an asset inventory, coupled with the risk and hazard vulnerability assessment will assist the health
center in determining the specific areas that need attention in order for your health center to be as prepared as
possible in the event of an emergency. Gaps identified in the asset inventory will also assist in prioritizing efforts
and resources to fill those voids.

Alignment of the Health Center EMP with Federal, State and Local EMPs

Your health center’'s EMP should not be developed in a vacuum - it should be integrated with existing federal,
state and local EMPs to be most effective. The benefits of a well-developed and practiced EMP cannot be over
emphasized. In the past, one of the hindrances in obtaining assistance for damaged health centers was a basic
lack of knowledge about the health centers and the care they provide. In some cases, local emergency
management coordinators and health officers were not even aware of the existence of the health center facilities
or their emergency needs. This lack of knowledge brings to light the importance for health centers to get involved
in the local community’s emergency health care planning process, so that the needs of your health center can be
considered by these officials, activities can be coordinated, and planning for a role as a critical community
resource for medical needs in the event of a disaster. As part of a community’s health care assets, health
centers should be active participants in the community’s emergency management planning team. This includes
participation in planning and exercises, as well as providing staffing for community emergency medical
operations centers. Health center should take proactive steps to become an active participant in the larger
community planning process and to educate key players about the critical primary care services provided. This
includes state and community emergency planning bodies, state primary care associations, health departments,
hospitals, and other emergency responders. Collaboration with your PCA for outreach to those partners can help
to develop a ‘unified front” when seeking a seat at the planning table with our community and state emergency
management partners.

Health centers should learn how the local and state planning process works, attend meetings, and make the
necessary inquiries to become actively involved and recognized as an important player in the overall community
response. Developing relationships, becoming an active participant, establishing lines of communication, and a
chain of command that is coordinated with local emergency responders are important components of proper
emergency management planning for the health center and the community as a whole. Health centers can work
toward greater integration with state and local EMPs by doing the following;:

e Obtain and thoroughly review the Federal Emergency Plan issued by FEMA and the National Response
Framework (in draft form as of October 2007) issued by the Department of Homeland Security.
Familiarize key health center staff with the different support functions and the responsible agencies
including a contact list.
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e Review and determine where in the state and local EMPs the health center can be an asset and
determine the role of the health center in a community response.

* Develop a realistic assessment of both what assets the health center CAN provide, and those the health
center can NOT provide. This will help avoid outside partners planning for assets that the health is not
able to provide.

* Identify and meet with the state and local Emergency Management Coordinators.
* Provide a synopsis of the health care delivery capabilities and limitations of the health center.

* Assert that a health center representative should be a member of the emergency response planning
committee.

* Volunteer health center personnel as part of the first responder group and staffing for the emergency
medical operation centers when activated and encourage staff to register in the State ESAR-VHP System.

* Actively participate in state and local community disaster exercises.

Informing the community and emergency officials about the health center’'s mission and role is a critical part of
coordinating with local EMPs. Possible strategies include:

¢ Conduct public information campaigns for the health center.

e Speak before civic groups, community boards, the private sector, and with local and state elected
officials, which can include the health center management, staff and board members.

* Distribute monthly newsletters to the community highlighting the health center activities and the positive
impact the health center has on the health and well being of the patients and community as a whole.

* Invite local, regional, and state emergency management agencies to the health center's emergency
management planning meetings, drills and exercises, and to special events sponsored by the health
center, such as health fairs. Ask to be included in upcoming state and local emergency management
exercises to the degree possible for the health center.

* Attend conferences and seminars sponsored by local/state emergency management agencies.

¢ Ask to attend some of the local/state emergency management planning sessions with the knowledge the
health center may be asked, “What can the health center bring to the table?” and be prepared to answer.

When the health center accomplishes some of these goals, the health center will gain an understanding of the
health center’s role and responsibility to the community and in kind the local/state emergency management
officials will understand the health center's contribution, thereby developing a working relationship. This
relationship may be integral to ensuring that the needs of your target population will be integrated and addressed
as part of the community wide planning process.

Funding for Emergency Management

For fiscal year 2007, there are three main federal programs that fund emergency management efforts for public
health and medical facilities. The Hospital Preparedness Program (HPP) and the Public Health Emergency
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Preparedness Program (PHEPP) both go to the state health department and which then usually sub-contracts out
with hospitals, health care facilities, and local health departments. The third program, Healthcare Facilities
Partnership Program (HFPP), may go to the state but may also be awarded directly to the partnership.

Health centers and Primary Care Associations have been included in this funding in many states, but not all.
Contact your PCA to find out how these funds are distributed in your state and if there are any funds available to
your center. If not, you may be able to access these resources through your local health department.

Board of Directors Approval of the Emergency Management Plan

Your health center’'s EMP needs to have the endorsement of the senior leadership and staff, as well as the review
and approval of the Board of Directors for the plan to be successful. The Board may prefer to review and approve
the EMP as a whole, or form a special committee for this purpose.

Your health center may want to hold a special board meeting to assure a thorough review and discussion of the
EMP. It is important to remember the Board of Director’s role throughout the emergency management process.
The Board may need to be called into an emergency session to handle Board actions required during the course
of a disaster or emergency. The health center’s policies and procedures may require Board approval for certain
types of expenditures and purchases exceeding dollar thresholds. In addition, the health center's EMP and
corporate by-laws should contain Board procedures during an emergency.

Practice, Evaluation, and Revision

After a health center completes the EMP and the Board approves it, exercises are needed to test it. Testing
consists of evaluating the EMP by practicing and conducting drills and exercises. The purpose of testing is to
evaluate the system and plan in place, not individuals and their performance. It is only through honest
evaluation of mistakes made that effective corrective actions can be developed and implemented. It is important
to recognize the health center may never experience a disaster to the same degree others have experienced
similar events. Nonetheless, health centers should be prepared in the event similar disasters occur, and the only
proven method for effective preparation is to exercise, practice, evaluate, revise, and utilize lessons learned from
the drills, as well as from those who have had actual experiences in responding to major emergencies and
disasters. Exercises and drills come in many forms, including tabletop, functional, and full-scale exercises and
evaluations. Your health center should consider conducting each type of exercise annually, with the results
documented and recorded in the EMP.

FUNCTIONAL

Practicing one or more of the functions or
procedures in the EMP, such as an
evacuation drill or the emergency

notification component. These exercises

should include an evaluation of the
effectiveness of the procedure(s) and
w training needs of health center personnel. LSCALE
These exercises may also include testing
the functionality of communication
equipment, the ability to retrieve data stored
through back-up systems, the mobilization
of staff and resources, etc.

A brainstorming session whereby a
scenario is presented and participants
provide responses, direction, and
recommendations. These exercises
are a way to evaluate staff knowledge

Testing all components of the EMP to
some degree. These exercises involve
responding to a mock scenario, for which
the more realistic the demonstration, the
better prepared the health center will be

of EMP roles and responsibilities, to in the event of a disaster. These
identify gaps in planning, and to exercises should be conducted as part of
determine additional EMP staff training a local or regional exercise, by which the
needs. health center can incorporate its activities

into the overall exercise and determine
how well the health centers EMP
integrates with the community’s EMPs.
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As part of completing any of these exercises, a ‘hotwash’ (a discussion about the exercise that takes place
immediately afterwards while the event is fresh in participants’ minds) and an after-action report (AAR) should be
prepared to establish what went well and what went wrong. The AAR should also include a corrective action plan
to eliminate deficiencies in the future. It is important to include specific recommendations, responsible parties,
and a realistic timeline in the corrective action plan. If all phases and components of the exercise went well, your
health center may not have sufficiently challenged the emergency management response team. Exercises build
strong relationships within an organization, the community served, and the greater emergency preparedness
family. Revisions to the EMP based on exercise evaluation and the changing environment should be
documented, approved, dated, and exercised again.

Training

No plan can be considered effective unless participants understand what is required of them and take part in
regular emergency management exercises. The training of staff in general, as well as the coordination of training
with local emergency management teams, is an essential component of an effective planning process. Things to
consider include:

¢ Does the staff receive adequate and appropriate emergency management training?

e Does staff participate in tabletop exercises conducted by response partners, such as the local health
department, hospitals, or other health centers?

¢ Does staff understand cultural competence needs during emergencies?

e Has your health center conducted emergency drills and periodic briefings for all key staff and new
personnel, and is regular confirmation of in-place contracts completed? These activities will often result
in the identification of deficiencies in the EMP. Deficiencies should be addressed and any changes to
procedures should be highlighted for health center staff and other participants.

* Has your health center conducted training on a regular basis for everyone who works at the health
center? Individuals should be familiar with the emergency management plan including their roles and
responsibilities and procedures for such things as notification and evacuation. The following are basic
considerations for developing a training program:

— Determine how frequently the training should be conducted. It is recommended that health
centers conduct formal training for all new employees and at least every 12 months for other
employees.

— Identify who will conduct the training and where the training will take place. There are many
training resources available at low or no cost. Contact your PCA or NACHC to get a listing of these
resources.

— Build training costs and lowered productivity as a result of training into your annual budget.
Although many trainings are available at no cost, you may be able to maximize staff time by
providing training materials and food.

— ldentify what types of training activities will be used. Consider utilizing classroom or online
instruction for orientation and educational sessions, walk-through drills to test performance of
roles and functions, tabletop exercises to highlight response to mock scenarios, and functional
exercises to test specific functions.
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* Determine how the health center will document and evaluate the effectiveness of the training. Ideally
this should include pre and post evaluation of staff knowledge of emergency management procedures,
roles, and principles.

* Invite community emergency responders such as the local police and fire departments, to assist in
developing, conducting and evaluating the health center’'s training program. Also, consider inviting
other partners who may be specifically related to training you are conducing. For example, invite local
medical to a public information training session.

* Fulfilling additional training commitments is difficult at best for most health centers, but a basic
foundation and understanding is needed of the systems utilized by governments and the private sector.
Not everyone should be certified or trained to the highest level, but basic levels are important.

FEMA has a wealth of training opportunities that can be accesses through the FEMA website at www.fema.gov.
Some are on-line courses and train-the-trainer opportunities. Training programs are also available through local
or state homeland security/ emergency management offices. There are many other resources available for
emergency management training, including the Centers for Public Health Preparedness at
www.bt.cdc.gov/training/cphp/centers.asp. Health centers may also be able to participate in local emergency
management training programs and exercises. Additional training sources can be found in Appendix N.
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MITIGATION

Mitigation is defined as any sustained action taken to reduce
or eliminate the risks to life and property from a hazard or
other catastrophic event. Mitigation planning is the systematic
process of learning about the hazards and vulnerabilities that
can affect your health center, target population and
community at large and then setting clear goals, identifying
appropriate actions, and following through with an effective
strategy to reduce the likely impact of such events. Mitigation
encourages a longterm reduction of hazards and
vulnerabilities, serves to reduce the enormous cost of
disasters to property and operational capacity, increases the
protection of critical facilities and equipment, reduces
exposure to liability, and helps to minimize health center
business disruption and overall community impact.

Hazard Vulnerability Assessment

All health center facilities are vulnerable to any number of
natural or manmade hazards. An analysis of your health
center’'s vulnerability to particular hazards provides the
foundation for building a practical and workable EMP. The
analysis provides specific information for use in developing
mitigation strategies, standard operating procedures in the
event of an emergency, and in the development of the overall
EMP.

Critical Questions for Mitigation Activities
at Your Health Center

* Has your health center conducted a
Hazard Vulnerability Assessment (HVA)
using an all hazards approach to identify
specific risks that may impact your health
center and target population?

«  What risks and hazards are specific to or
historically prevalent near your health
center?

« Has the Chief Financial Officer contacted
the health center’s insurance agent to
determine if the current insurance
coverage(s) is adequate to cover your
health center in the event of a disaster,
including considering business
interruption insurance coverage?

« Does your health center maintain a
physical plant inventory and is it updated
every year?

« Are appraisals for buildings and other
key assets up to date and are the
updated values included in your health

The hazard vulnerability assessment identifies the hazards and/or vulnerabilities that need special attention, the
actions that might be taken to reduce the impact of those hazards, and what resources are likely to be needed.
The analysis should incorporate an all-hazards approach to include natural disasters, infrastructure disruptions,

human-caused events and hazards, and terrorist incidents.

Health centers should recognize facility-specific

vulnerabilities for particular hazards based on the unique location(s) and operation(s) of each facility. Examples

of each are provided below:

Natural Disasters Technological Events

Severe weather - Utility and power

- Hurricanes failures S
- Tornadoes - Water supply failures -
- Fires - Critical resource o
- Flooding shortages

- Earthquakes -
— Mud slides

Widespread life-
threatening infectious
disease outbreaks,
such as an influenza
pandemic
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Human Caused Events

Terrorist Incidents

Urban fires - Bomb threats
Chemical spills - Sabotage
Civil disorder - Hijacking

Armed insurrection,
which threaten life or
property

CBRNE
(Biological/Chemical/
Radiological/Nuclear/
Explosive agents)

Industrial plant
accidents

Nuclear plant
malfunctions causing
radiation release
Transportation
accidents, such as a
plane crash or
passenger train
derailment
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For each of these categories, consider the following questions:

= How likely is the event to occur based the known risk and historical data?

= Could people die or be injured if it happened?

=  Would our health center and/or the equipment inside be damaged if it happened?

=  Would we have to close our health center? If so, for how long?

= How prepared are we currently to respond if it happened?

= Have we met with our community partners to develop a response?

= Do we have what we would need to respond? Do we have a plan? Have we tested the plan?

= |s there someone that can help us if it happened? Do we have any agreements for supplies or resources
if it happened?

Many of the templates that are available will ask for a numeric response to each of the above questions (1 = low,
2 = moderate, and so on) and will take these numbers to calculate the relative threat for each event. This will
help to focus your priorities and guide your plan development.

As part of working with outside agencies in the planning process, it is important to contact city and county
planning commissions, state and local health departments, and federal, state, and local emergency management
offices to assist in identifying specific hazards that could affect your health center’s facilities and business
operation. These agencies may have already determined potential vulnerabilities for the community and specific
locales. Your health center should also seek to coordinate and share information with your partners, and work
collaboratively in the risk assessment and mitigation process.

Appendix C of this resource document includes a hazard vulnerability assessment. Additional examples of risk
and hazard vulnerability assessments can be located on the Federal Emergency Management Agency website at
www.fema.gov. The National Association of Community Health Centers (NACHC), www.nachc.com, offers
additional examples in their Risk Management Series.

Insurance Coverage

An important part of mitigation is the identification of insurance needs for your center. All health centers should
review insurance coverage(s) at least annually, including consultation with insurance agent(s) to determine if
the current coverage(s) are adequate to protect your center for risk of loss, as a result of any potential
occurrence, including business interruption losses. Inadequate insurance coverage can have devastating
financial consequences on a health center’s business operations. Unfortunately, most organizations discover
insurance coverage is inadequate only after suffering a major loss.

In evaluating insurance needs, consider all types of coverage including property, liability, business
interruption, and income/revenue losses due to a disaster or other emergency. The following are some of the
important issues that you should discuss with your insurance carrier(s):
e Types of insurance coverage needed including property, professional liability, general liability,
automobile(s), mobile medical/dental unit(s), equipment operation, directors and officers liability; and
business interruption/loss of revenue, etc.;

e Property value for buildings, contents, and major equipment - be sure to maintain an up to date physical
plant inventory, supply inventory, and appraisal of these assets;

* Amount of insurance required in order to be adequately covered and avoid the possibility of being under-
insured and becoming a co-insurer;

e List of assets that are and are not covered;
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* How coverage for assets will be determined (i.e. replacement value); If so, what is the current
replacement value of covered equipment and assets;

» Causes of loss covered by the policy(s), factors that may affect coverage levels, and how to
avoid/mitigate losses for events/causes not covered;

* Deductibles, including the amount(s);
* Insurance policy requirements of the health center in the event of a loss;

* Timeframe for reporting losses, types of records and documentation required by the insurance company,
and safe storage of key records;

* Extent of coverage for lost income/revenue and supplies due to power interruption that occurs both on
and off the health center’'s premises, the period of time before coverage begins, the duration of
coverage, data required to document the loss, and any other limitations on the amount of losses
covered;

* Extent of coverage for lost income/revenue due to business interruption, types of interruptions covered,
the period of time before coverage begins, the duration of coverage, and any other limitations on the
amount of losses covered;

e Extent of coverage for reduced income/revenue due to the loss of business resulting from displacement
of the customary population served due to a disaster/emergency, the period of time before coverage
begins, the duration of coverage, and any other limitations on the amount of losses covered;

* How business interruption income/revenue losses will be calculated and the historical and post event
data required for validating the value of losses;

¢ How the health center's emergency management program will affect insurance rates; and

« Timeframe for when receipt of insurance payment(s) can be expected.
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PREPAREDNESS

While it is not possible to eliminate or mitigate all
potential disasters or other emergencies, your center
can take proactive steps to be prepared in the event of
an emergency. This includes planning, training, and
conducting drills and exercises to determine the
effectiveness of your health center's EMP. In preparing
for a potential disaster or other emergency, all
employees of your center should know their role,
responsibilities, and task assignments during an
emergency. Specifically, be sure that everyone in your
center knows what to do, where to report and who (or
which ICS position) to report to, assigned duties, persons
in charge of various aspects of the response, and who
and how to report critical emergency information.

All staff should receive training on the EMP and
participate in annual drills and exercises to reinforce
training and improve results of the response to a
disaster or other emergency. Smaller scale drills and
exercises can also be conducted on quarterly or semi-
annual schedules, and can address specific, focused
elements of an EMP (i.e. donning/doffing PPE and
communication plans). Everyone should be encouraged
to report any area of operational concern, which could
adversely affect your health center’s ability to effectively
respond to an emergency and/or recover from the
impact of a disaster. This includes ideas on how to
mitigate potential losses.

Roles and Responsibilities

In all organizational activities, it is important to define
the roles and responsibilities of the person(s) who will be
tasked with carrying out the activities and the chain of
command for decision-making and obtaining critical
resources to carry out the activities. Federal, state, and
local government emergency management offices utilize
the National Incident Management System (NIMS) and

Critical Questions to Ask Your Health Center for
Preparedness Activities

Are there defined the roles and responsibilities for all
employees in the event of an emergency, identifying
who is responsible, standard operating procedures for
each functional role, and how to respond?

Has an Emergency Management Coordinator been
designated?

Is there a communications plan, including back-up
communication methods if the primary systems fail, or
there are community-wide communication failures?

Is there a comprehensive plan for continuity of
operations, handling a surge in patient demand, and
communicating with staff, the public, and the media?

Are there emergency supplies and temporary sources
for medications, medical supplies, and other
emergency needs been identified?

Have any exercises been conducted to test the plan or
are any planned?

Is there a financial management plan in the event of a
disaster?

Are the facilities and equipment adequately
safeguarded against physical disasters and are these
assets properly insured?

What losses are covered by FEMA?
Is there a backup and recovery plan for IT systems?

Is there coordination with federal, state and local
authorities?

Are all health center staff trained on the EMP policies
and procedures, as well as their likely roles?

Are all relevant government regulations and standards
associated with emergency management planning
identified and incorporated?

Incident Command System (ICS) to define roles and responsibilities in the event of an emergency.

The ICS is a way of uniformly managing resources, such as facilities, equipment, supplies, and personnel from
different organizational units during times of emergencies. The NIMS is a system that provides an integrated
approach for federal, state, local, and tribal governments, nonprofit, and private organizations to work effectively
together to prepare for, respond to, and recover from disasters. There are numerous online training courses that
provide an overview of ICS and its relationship to the NIMS. See Appendix N for more information.
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To organize and coordinate activities in your health center during a response, it is important to establish an
emergency response team (ERT). This team may or may not be the Emergency Management Committee. The
members of the ERT will serve as the leaders in an Incident Command System Structure. There are five
categories in the ICS structure and include Administration, Operations, Finance, Logistics, and Planning. In
determining the make-up of the team and the roles and responsibilities that it will cover, you should consider the
following:

1. The team should consist of members of the disciplines represented by the health center and include factors

2.

3.

and credentials, which constitute being part of an emergency response team.

EMERGENCY RESPONSE TEAM

Chief Executive Officer/Executive Director or designee responsible

Administration for facility, policies, and regulations

Chief Operating Officer, managers and supervisors responsible for
daily operations, health care service providers, resource
management, patient enabling, medical records, personnel safety,
and operating procedures

Operations

Chief Financial Officer and finance staff responsible for billing,
Finance payroll, purchasing, tracking expenditures, and managing IT
systems

Employees responsible for facility maintenance, mechanical and

Logistics . : . ; )
g communications systems, security, and medical supply inventories

Employees or board members responsible for community outreach
Planning and coordination with outside agencies including governmental
entities

Identify the roles and responsibilities of each team member and entity.

The roles and responsibilities of each team member should be specified including position assignment,
scope of command, line of authority, description of duties, and detailed duty checklists in priority order.
Within the ICS/NIMS model, these are commonly referred to as Job Action Sheets (JAS). JAS templates for
each position within the EMT should be prepared ahead of time, included in the EMP, and made readily
available to whoever takes on the assignment to any of the EMT positions. The authority for an internal
emergency should reside with your health center's CEO or designee(s). In order to maintain lines of authority
to initiate a state of emergency, it is important to plan ‘three deep’ and designate a primary, secondary, and
tertiary individual with the responsibility and authority in the absence of the primary individual.

In the case of an external state of emergency being issued, the same procedure for notification of health
center personnel should apply, but the action(s) taken by your health center may differ dramatically. Your
health center may be placed on an alert or stand-by level in support of an actual or impending event as
directed by local, state, or federal authorities.

Identify the flow of leadership and authority for your health center, including who determines a state of
emergency, and who initiates the plan.
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Depending on your health center’s size and emergency management capabilities, this section, which defines
the individuals and system for the health center’'s emergency management operations, may vary greatly. The
following are elements, which should go into this section of the EMP:

a. Designation of an Incident Commander

The Incident Commander (IC) is in charge of command and control for all aspects of an emergency. It is
essential to identify a clear chain of command to eliminate employee confusion regarding who has
authority for making decisions during an emergency. The IC is responsible for the “big picture” and
controls all incident related activities.

b. Personnel Management

As indicated previously, when selecting personnel to fill emergency roles, consider individuals with
decision-making authority who have expertise in the following areas: security, safety and health, clinical
operations, human resources, finance, environmental, maintenance, public relations, planning, and
logistics. The following procedures should be implemented:

e Assign personnel to specific emergency preparedness and response roles based on areas of
expertise

e Develop Job Action Sheets for each position and prepare checklists that summarize the procedures
in priority order to be used as quick references

« Remember the ‘three deep’ philosophy and identify backup personal for all personnel with emergency
responsibilities. There should also be a clear line of succession is identified for key positions

* Ensure all personnel, including backup personnel, are adequately trained for/able to execute
emergency management assignments

* Ensure all personnel are familiar with how to recognize and report an emergency, warn co-workers,
adhere to facility security and safety measures, and health center evacuation procedures

Your Health Center is Getting Prepared - Is Your Staff?

The plan developed for your health center could be the best on the face of the earth but if your staff is not
prepared to stay at or return to work, the plan is virtually worthless. Remember to incorporate personal and
family preparedness support for your staff as you prepare your health center for emergencies. People are more
likely to stay at or come in to work if they know that their families are safe and cared for.

Start with providing some basic information about personal preparedness and offer some easy to use templates
for making family plans. Most family plans are basically a contact list and arrangements made with family,
friends, and neighbors to pick up children, care for children if schools or daycares are closed, feed the pets, and
so on if the staff member can’t be home to do these things.

Some health centers have guided their staff in building small caches of food, water, and supplies in their homes.
It is recommended that everyone have at least 3 days of food and water (minimum one gallon of water per
person per day is the standard recommendation) plus any health sustaining medication on hand in case a
disaster strikes and grocery stores and pharmacies are closed. Purchasing items in bulk may facilitate the
collection of home emergency supplies for large numbers of staff members, as well as reduce the financial
burden borne by individuals when purchasing relatively large stores of food, water, and supplies.
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Communication and Notification Considerations

Communication systems and plans for disseminating information are critical elements in preparing for potential
disasters and other emergencies. Determining who needs to be notified, what events require notification, and
the priority rank of those notifications should all be considered during the planning process. This includes
communicating with everyone affected by a disaster or other emergency, such as family members, government
officials, staff and board members, patients both onsite and offsite, the public at-large, other health care and
social service providers, key suppliers and vendors, and emergency management response partners.

The ways that you inform your constituents can range from government-based early warning systems to your
health center’s internal and external communication networks, and include various types of communication
equipment for both voice and data communications. In establishing communication dissemination systems, it is
important to consider the potential failure of communications equipment (telephones, telephone lines, wireless
services, internet service, cell phones, pagers, walkie-talkies, ham radios, etc.) during an emergency. Other
potential communication failures include the loss of power to run the communications equipment and failures
with other linkages in the communications network, such as high call volume overwhelming a cellular phone
company’s system. This includes temporary/short-term disruptions and/or total failure. As such, planning for
alternative means for communications and restoring communications capability is a critical aspect of the EMP. A
list of communication system options is included in Appendix G of this resource document.

Emergency communication plans should consider:

* Everyday functions performed by your health center and the communication systems, both voice and data,
used to support them.

e Impact on your center’s business operations if communication systems are rendered inoperable, as well as
how failure of communications equipment will impact emergency operations.

*  Prioritizing all communication systems, and determining which should be restored first in an emergency, as
well as establishing procedures for restoring communication systems.

* Contacting the communication vendor(s) about their emergency response capabilities.
* Determining the need for backup communications. Options include messengers, cellular telephones,
portable microwave radios, amateur radios, point-to-point private lines, satellite, basic wired telephones

that are connected directly to a land line (in other words, not cordless, part of a larger phone system, or requiring
electricity to work), etc.

Communications will be needed for staff, officials, patients, and the general public throughout the response to
the emergency. These will include communications relevant to:

* Activating the ICS structure.
* Ensuring safety of staff and patients during an emergency.
* Activating plans for resuming health center business operations.

* Disseminating information about continuity of services or any other arrangements made for temporary
service locations for patients and the community at large.

* Activating plans for responding to a community-wide need for emergency health care.
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* Coordinating with local, state, and federal officials in response to an emergency.

* Coordinating your center’s response with the State Primary Care Association and other entities.
* Coordinating with HRSA, Project Officer(s), and funding agencies.

* Collaborating with the local health care provider network.

Systems should be in place to immediately alert the ERT in the event of an accident involving hazardous
substances, or an imminent threat of an accident, which would require the ERT’s involvement. This notification
to emergency management personnel should trigger the implementation of the Emergency Management Plan.

The designated health center spokesperson is referred to as the Public Information Officer (PIO) in the ICS
structure and should have the necessary knowledge, skills, authority, and credibility to effectively communicate
with the media and the public at-large. The PIO should be as open as possible in providing information during
and after an accident. The PIO should be timely in presenting information, admit when information is not
available, avoid making promises which cannot be fulfilled, and ensure the messages provided are consistent
with actions taken. Depending on the scale of the incident it may be necessary to coordinate these messages
with the local health authorities. In the case of a large scale event, coordination of messages with the Joint
Information Center (JIC) organized by the lead emergency management agency in your area to conduct crisis
communications where multiple organizations must collaborate to provide timely and accurate information to the
public and other stakeholders may be required.

Continuity of Operations

Planning for the continuity of business operations is an essential component of the EMP. There are many
different events that could disrupt the operations of your center, which may last for only a short period of time, or
potentially cause long-term closure and the need for more complex recovery steps. Developing plans for
resuming health center operations as quickly as possible are critical to both the health care needs of your
community and the health center’s financial wellbeing.

Your health center should develop operational policies for emergency response periods, including policies for the
acquisition of emergency resources for employees, patients, to meet surge needs, and/or to resume operations.
This may include temporary or volunteer staff, medical supplies, medications, food, water, fuel for generators and
other consumable items. It can also include modified hours of operation; temporary site locations; use of mobile
units, tents, and vans; and obtaining necessary medical equipment to meet a surge in patient health care needs.

Seven Principles for Continuity of Operations

Succession

Pre-delegation of authority

Emergency action steps

Designated health center emergency operations facilities
Alternate emergency operations facilities

Safeguarding of vital records
Protection of facilities and personnel
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Succession: ldentify and designate emergency management interim personnel with the authority to implement
emergency management response provisions in the absence of the normal and established hierarchy. The
identified chain of successors should be sufficient for each critical position to allow for absence, injury, or inability
to act. The identification of successors should be by job title, not by name.

Pre-Delegation of Authority: A Board of Director's approved statement specifying the authority and chain of
command for the health center's emergency management team members and/or successors to direct the
emergency management response for your health center.

Emergency Action Steps: A list of actions to be taken when disaster strikes or an emergency arises including
notification of authorized personnel, steps to activate portions of the emergency management plan, and to
acquire resources (e.g., medical supplies, equipment, food, water, etc.). This can be accomplished through the
establishment of MOUs with volunteer organizations and contractual agreements with key vendors and suppliers.
Preparation of action steps ensures essential considerations in personnel and facility protection will be
addressed during times of system stress. Action steps should be validated during training exercises and
amended when deficiencies are identified.

Health Center Emergency Operations Center (EOC): The pre-designated location(s) from which health center
emergency management and/or continued business operations can be directed and controlled. A variety of
circumstances may require the use of temporary sites, due to issues such as debris build up, high water levels,
toxic fumes, power failures, damage to roofs and structures, etc. Preplanning the use of temporary facilities is
essential to ensure a rapid transition during an emergency, including consideration of access, power,
communications, personnel protection, and security as well as for ensuring the location has not been identified
for some other purpose. Provisions for alternate EOCs should be considered and preparations made before a
disaster strikes.

Safeguarding of Vital Records: Part of the emergency management planning process includes the identification of
essential records, documents, and forms required to initiate and sustain emergency business operations.
Policies and procedures need to be in place to assure electronic records are routinely backed up and maintained
in a secure off-site storage system, along with plans for required software, hardware, and supplies to resume
utilization of Information Technology (IT) systems in the event of a total loss of these systems in a disaster. Itis
vital to eliminate reliance on personal computer drives and private data storage for all critical segments of the
health center’s operations. It is also very important to note that two IT/EHR systems running on the same line, or
maintained in the same location and/or by the same service providers are NOT redundant IT/EHR; they are
simply two systems running parallel to one another. It is likely that if one fails, the other one may be at increased
risk of failing as well. Agreements with key vendors and suppliers for IT systems should be in place before a
disaster occurs. It is also important to consider ways to mitigate the loss of patient medical records.
Implementation of electronic medical records is one of the best methods to avoid a total loss of patient medical
records during a disaster that destroys a health center’s facility(s).

Protection of Facilities and Personnel: Emergency management operations will rely on many ‘business as usual’
activities, such as billing and placing supply orders, and the personnel who perform them. Protection of these
assets is essential. In most cases, vital records will be a major resource, which has been addressed above.
Plans should address the protection of employees, patients, and visitors. Facility evacuations should be planned
in advance of an emergency or disaster and accountability for employees is a key consideration in evacuation
planning. The best way to test and improve these plans is through the execution of exercises such as fire drills.
In some cases, evacuation may not be feasible, and the EMP should consider alternatives to evacuation, such as
sheltering-in-place, to ensure safety based on the emergency circumstances. Designhated officials should have
the authority to initiate any personnel protection plan. The EMP should also provide for the authority to waive the
evacuation plan, if a determination is made that safety would be more threatened by leaving the facility.

National Association of Community Health Centers 23 Emergencies Happen ¢ Prepare Now



Other Key Business Continuity Planning Considerations
Memorandums and Agreements

It is important to develop memorandums of understanding (MOU) with volunteer organizations, mutual aid
agreements (MAA) with local government, other health centers in your area, and health care emergency response
offices, and contractual agreements with key vendors and suppliers to help support your response during an
emergency. The content of MOUs, MAAs, and contractual agreements will depend on the vulnerabilities and
identified needs of your center in an emergency, the nature of activities covered by the agreement(s), the
capacity of the entities to fulfill the agreements, and other considerations specific to your center and partnering
organization(s) in the event of an emergency or other disaster. There is a sample MOU for your reference in
Appendix E.

MOUs, MAAs, and contractual agreements for emergency situations will generally include the following
considerations:

* Purpose of the MOU, MAA, or contractual agreement;

* Events which invoke agreement activities;

* Notification requirements;

e Responsibilities of each party;

» Effective period, terms, and other considerations;

¢ Modification and amendment procedures;

* Responsibility for compliance with applicable laws and standards;
* Indemnification; and

* Renewal and termination procedures.

MOUs may be entered into between your health center and volunteer organizations, to fulfill resource needs and
coordinate emergency management response and disaster recovery activities. These agreements should also be
coordinated through local public health departments and local emergency management planners as part of the
larger emergency management plan. These types of agreements may be entered into before and/or following an
emergency or other disaster. An example may include a MOU with a volunteer organization, which may agree to
supply a mobile medical unit, so the health center can continue to provide health care services in the event that
the health center’s facilities are rendered temporarily or permanently unusable as a result of a disaster.

MAAs may be entered into between the health center, local government emergency response offices, and
emergency health care coordinating agencies, in order to provide mutual assistance in responding to a surge in
health care demand due to injuries and other medical needs of the community as a result of a disaster. An
example may include an agreement to provide physicians, nurses, and clinical support personnel to staff
emergency medical operations located in tents, shelters, temporary emergency operation sites, and/or at your
health center’s facilities. The limitations of Federal Tort Claims Act (FTCA) and other malpractice liability
coverage must be considered when entering into these types of arrangements. Be sure to review Policy
Information Notice 2007-16, ‘Federal Tort Claims Act (FTCA) Coverage for Health Center Program Grantees
Responding to Emergencies.’

Contractual agreements with key vendors and suppliers may include clauses for assistance in providing
emergency equipment, restocking of critical supplies, and other considerations to assure the continuity of
business operations. An example may include assistance from software and computer hardware vendor(s) to
reestablish information management systems, including practice management systems, electronic medical
records, billing and collections systems, accounting and payroll processing systems, and other business
management applications.
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Clinical Patient Surge Preparedness

The aftermath of a disaster is often involves a surge in demand for medical services, including immediate
attention for injuries, treatment of acute infectious diseases due to contamination of water supplies, and
treatment for chronic illnesses such as asthma, diabetes, heart disease, etc. exacerbated by an emergency
event. A disaster may result in the relocation and/or dislocation of a significant portion of the affected
population to other geographic areas outside of the disaster area. The degree of relocation and/or dislocation of
the affected population can be minor, as seen in certain localized incidents, or massive in the event of a major
catastrophic disaster. Health centers may be affected by either situation, experiencing a significant surge in
demand, a significant decrease in operational capacity, or a significant decrease in demand due to the relocation
and/or dislocation of the population served.

Health centers should have a clear understanding of surge capacity, which is the ability to respond to a sharp
increase in demand for medical services. This includes identifying ways to handle patient surge based on
existing clinical capacity. This planning may require that health centers work closely with local healthcare
providers, such as hospital emergency departments, in order to develop a cohesive and manageable community
response in the event of patient surge during or after a disaster. Health centers should assess the likely medical
needs for various potential emergency events, along with the corresponding medical supplies, diagnostic test,
and medications required to effectively respond to the expected emergency medical needs. This assessment
may find that your health center can NOT adequately handle a surge, and therefore must work in concert with
other healthcare providers to maximize the overall surge capacity in your community. Appendix D of this resource
document includes a sample model for expanding clinic operations - surge plans. The considerations for clinical
patient surge preparedness include:

— Procedures for securing additional clinical personnel
— Sources for supplemental medical supplies, vaccines, and pharmaceuticals
— Changes in operations, including expanded hours, temporary locations, and/or mobile units or vans

Sources for Supplemental Medical Supplies, Vaccines, and Pharmaceuticals

In response to a major disaster, there often is an influx of medical supplies, vaccines, and pharmaceuticals from
a variety of public and private sector sources. These resources are important since the demand for services can
outstrip the availability of these non-durable medical supplies on hand at health centers. While there are many
logistical tasks to be accomplished, access to these supplies is crucial to the provision of health care services to
the affected population. As such, your center’s EMP should:

« Identify potential sources for medical supplies, pharmaceuticals, and vaccines along with contact names
and numbers in advance of an emergency or disaster. This includes coordination with federal, state, and
local emergency response offices, supply vendors, and volunteer disaster assistance organizations.

« Develop a system of warehousing and distribution for supplies and donated goods. Identify the
location(s) where supplies will be stored, the inventory management procedures, and the system for
distribution.

Changes in Operations including Expanded Hours, Temporary Structures, and/or Mobile Units and Vans

After a disaster an initial damage assessment should be conducted of the facilities and operating capacity to
determine where, and the extent to which, existing service sites can be utilized to provide health care services to
handle a surge in patient demand following an emergency and to reestablish routine business operations. In
situations where existing facilities are not useable, establishing plans for temporary structures and locations is a
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potential alternative in order to meet surge needs and to resume services. The Agency for Healthcare Research
and Quality (AHRQ) has a tool to help state and local officials quickly locate alternate health care sites if hospitals
are overwhelmed by patients due to a bioterrorism attack or other public health emergency. This may be helpful if
faced with the need to temporarily relocate. The tool can be accessed at www.ahrg.gov/research/altsites.htm.

Expansion of hours is an alternative at facilities that are intact and functional, to accommodate a surge in
demand, to increase capacity in the event of the loss of other operating locations, and to provide the broadest
possible availability of services to the affected population. In addition, mobile medical units and vans can play a
dual role of establishing a temporary health care delivery point, as well as, providing the capability to reach
affected areas of the community, particularly when damage to transportation systems, roadways, and bridges
hinders patient access to services after a disaster occurs. Such mobile outreach capabilities may also better
enable health centers to reach out to rural migrant populations or other populations that may be reluctant to go
to hospital emergency rooms or other temporary healthcare treatment centers. EMPs should include:

e Procedures for the assessment of damage to the facilities and evaluation of your center’s ability to
continue operations. This includes a profile of normal operations and determination of the circumstances
under which the center may need to temporarily discontinue non-emergency services, and/or cease all
operations.

e Plans and procedures for alternative site locations and mobile units, to assure continuity of operations
and to accommodate a surge in demand for services during an emergency.

* Plans to alert your patients and community to the changes in location, hours, and services provided.

e Procedures for expanding hours of operations during an emergency, when possible, should include
appropriate employee considerations and alternate staffing plans.

e Plans and procedures for securing and utilizing mobile medical and dental units and vans, including
staffing, equipment, expendable supplies, waste management, and liability protection. This includes
provisions for replacing mobile medical and/or dental units damaged or destroyed in the disaster.

e Procedures for informing the HRSA Project Officer of emergency activities, operational status, changes in
patient demand, surge activities, and the impact on the health center’'s scope of services. It is also
important to work with the PCA in your state to develop procedures to communicate with them and other
health centers in your state during an emergency.

Financial Management Considerations

In preparing for potential emergencies, it is important to include financial management considerations, including
the financial resources necessary to respond to various emergencies, as well as financial management
processes relevant to assuring continuity of business operations. Financial management considerations include:

» Establishing strategies and business planning models to assure sound financial results from operations
at all times, to be in the best possible financial position in the event of a disaster or other emergency.

» Establishing an emergency management budget and process for estimating additional costs for
responding to a variety of potential emergencies and disasters based on the hazard vulnerability
assessment.

* Conducting a thorough risk management assessment to assure adequate insurance coverage is in place
to mitigate losses sustained during a disaster including property and equipment losses and business
interruption losses.
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» Establishing a cash reserve to support payroll, essential vendor payments, and purchase of goods and
services necessary for response and recovery activities.

» Establishing procedures and strategies to safeguard information management systems from loss of data
and loss of operational capacity. This includes safeguarding electronic medical records, practice
management, billing and collections, accounting and payroll, pharmacy, lab, key administrative files and
other information management systems used in business operations, including hardware and software.
This may also include consideration of methods by which paper health records can be protected,
preserved, and accessed either during or after an emergency.

* Arranging for continuation of key supplies, services, and equipment to maintain business operations
through contractual agreements and MOUs. This includes medical supplies and equipment, medications
and pharmaceutical supplies, contractual services, and replacement or temporary equipment during the
response or immediately following an emergency, including IT and communications equipment.

e Arranging for temporary facilities to continue business operations. This includes mobile units, modular
units, rental, and donated space.

e Establishing strategies for handling the loss of utility and telecommunication services, including power,
water, sewage, telephone, Internet, and disposal of debris, trash, and hazardous medical waste or other
materials.

e Establishing procedures and strategies to minimize the loss of revenues. This includes procedures for
tracking services provided during the response to an emergency for billing and reporting purposes,
including manual record keeping methods should electronic systems be disabled or fail. Informing the
Medicare Fiscal Intermediary and State Medicaid Office of any temporary locations within the Bureau of
Primary Health Care approved scope of service. Credentialing of temporary and volunteer provider staff
for billing purposes. The State Medicaid Program may issue a waiver and special criteria for program
eligibility during a significant disaster for uncompensated care. Plans should factor in maintaining
sufficient records to qualify for these funds.

e Establishing procedures and strategies to maintain cash flow, financial reporting capability, issuing of
payrolls, reporting to funding agencies, and other day-to-day aspects of financial management. This
includes establishing operating reserves and lines of credit, manual methods for tracking financial
transactions in the event that all electronic systems fail, obtaining emergency check supplies and other
business forms, and working with the bank and key funding agencies to maintain financial transaction
capabilities.

* Maintaining financial data and other information necessary for filing insurance claims for reimbursement
of covered losses and FEMA applications for covered losses and the costs specific to an emergency
response during a declared national disaster.

* Arranging for temporary staff to augment the health center’'s needs in response to a major event or to
continue business operations. The EMP should plan for potential surges in patient demand due to
evacuation from an impacted area or region. A number of solutions should be explored to assist in
dealing with increased patient demand. These include:

— In the short-term, regional planning can be beneficial in determining the potential staff available
across health centers within a given region and the willingness of other regional or state health
centers to share staff on a temporary basis. These arrangements between health centers will
require a letter of agreement or MOU between the organizations and can work well in the short
term. The State Primary Care Association may be able to assist in facilitating these efforts.
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Health centers should consider malpractice insurance coverage issues, as FTCA will not cover
volunteers.

— Long-term personnel support may be available from a variety of resources within the local, state,
and federal emergency management community. State health departments and homeland
security/emergency management offices have access and knowledge of this process and would
be a good starting point for health center planning.

— Housing of temporary staff should be coordinated with the health center's emergency
management partners. When sharing personnel within the region or state, housing options for
the short term could be with other staff of the health center or local emergency management
agencies.

e Establishing procedures and strategies for securing the health center’'s facilities, equipment, and
supplies, including securing medication and pharmacy supplies. These may be damaged or destroyed
due to natural elements or theft from intruders. In the event of a major emergency, reliance on external
security and law enforcement may not be realistic.

e Assuring adequate supplies and protective equipment for use in response to a disaster or other
emergency.

Equipment and Facilities

Assuring adequate equipment and facilities are essential elements for all business operations before, during,
and after a disaster has occurred. Establishing practices to safeguard these essential assets is a fundamental
component of financial management, including maintenance, repair, security, and insurance coverage.
Preparing for equipment and facility disruptions during a disaster or other emergency are critical components for
maintaining health center business operations. Health centers should also consider the differences relevant to
facilities and equipment that are leased versus owned in preparing for continuation of health center business
operations.

Questions to consider regarding facilities and equipment include:

* Are facilities and equipment adequately maintained, repaired, and updated to avoid losses due to neglect
or untimely repair? Failure to maintain and repair equipment and facilities may pose a risk for a disaster,
and/or exacerbate the impact of a disaster; such as, a roof collapse, out of date software and equipment
for key business operations malfunctioning or no longer being supported.

* Are facilities structurally sound and/or can steps be taken to improve the structural integrity of the
facility(s)? Is the roof and foundation sound? Are drainage systems functioning properly? Can the facility
withstand expected wind levels for commonly occurring weather conditions? Is the facility located in a
flood plane or can it sustain significant damage due to earthquakes, tornados, hurricanes, or flooding
from storm surges? Can any steps be taken to mitigate these occurrences?

* Are contractual agreements and/or MOUs in place to provide temporary and/or replacement equipment
in the event of loss due to a disaster or other emergency? What is the timeframe for receipt of the
temporary/replacement equipment? What is the vendor/supplier’'s capability to fulfill the agreement in
the event of various types of disasters or other emergencies?

* If the facility(s) is leased, is the landlord insured? How can the landlord be contacted in the case of an
emergency? Does the lease provide for timely repair of damages in order to minimize the disruption of
the health center’s operations? If the building requires significant and lengthy repairs, does the lease
allow the center to cancel and relocate elsewhere without penalty?
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* What alternatives are there for establishing temporary facilities? What are the costs of various
alternatives? Are there volunteer or other organizations that will donate temporary mobile or modular
facilities? Health centers may receive numerous potential offers for assistance during a disaster, which
may or may not come to realization. As such, health centers should keep many different avenues open,
in the event that preferred options do not pan out.

* If there is a surge in demand for services, is the current facility space and equipment adequate to handle
the increased volume? How will additional space and equipment be obtained to meet demand for
services in an emergency? What alternatives can be identified in advance of an emergency to expedite
facility and equipment needs in order to relocate and/or meet surge demand? How will expanded hours
increase the health center’s capacity to provide services during a surge in demand or to accommodate
the loss of other site locations?

Develop Back-Up Information Technology Systems

Information management systems and the health center’'s data in general are critical components of business
operations, which should be safeguarded before, during, and after an emergency. Equipment lost during a
disaster can be replaced, but the health center’'s business data can be irretrievably lost if proper steps are not
taken to ensure adequate retention and backup of critical data, as well as the ability to retrieve stored data in the
event of an emergency.

Health centers utilize a variety of electronic information management systems, which are critical to the financial
management of the organization, including practice management software, billing and collections software,
accounting systems software, and more recently electronic medical records.

Lessons learned during major disasters indicate traditional procedures for backing-up data and off-site storage of
backup are not adequate to safeguard data and ensure the data is retrievable. If all data storage locations can
be severely damaged or destroyed during an event, then the health center’'s data is not adequately secured.
Health centers need to employ new methods and strategies that are cost effective and proven in order to
properly safe guard important and mission critical health center business data.

Off-site storage of electronic information generated by the health center can be costly over time, but should be
addressed for continuity of operations planning. Generally, cost savings may be achieved when centers unite
within a region or state to share in the expense of data storage. Selecting a vendor for out of state storage or in
another region of the country is a good practice.

Businesses and industries located in the neighborhood may have already developed data storage strategies to
secure and backup business data and as part of continuity of business operations planning. Health centers
should consider contacting local businesses and industries to learn about possible alternatives and to determine
if these are options available to the health center. This inquiry may open other opportunities for collaboration in
the future.

The health center’'s capability to immediately access patient data can be hindered by equipment, backup,
software, or other system failures, including the ability to restore data from backup media and/or retrieving
stored electronic medical records. Health centers should factor in restoration and access issues in preparing for
a disaster or other emergency, including emergency equipment and software needs.

Questions to consider in developing back-up information technology systems include:

e Are current back-up procedures and storage of backed up data adequate to properly safeguard the health
center’s business data? If not, what back-up technology system is appropriate and does this system take
into consideration the health center’s risk and hazard vulnerability assessment?
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* How to acquire an appropriate back-up technology system? What are the costs? How does the system
work, including how to complete the back-up procedures and how to restore data from back-up media or
remote systems?

* If using a data storage vendor, does the vendor have adequate redundancy built into its systems? Where
is the data actually stored? Is the data secured from unauthorized access? What format is the data
stored? How is the data retrieved? How will the equipment and software needed to retrieve data be
supplied, if the health center’s systems are destroyed (software and hardware vendor agreements)? Can
the data be retrieved without the relevant software? Is the storage vendor financially sound? What are
the potential threats to the storage vendor that could adversely affect retrieval of data? How will the
storage vendor support the health center during the response to an emergency? How will the storage
vendor support the health center in retrieval and restoration of data after a disaster?

¢ Has the data back-up and retrieval system been tested to assure functionality? How often is it tested?
Are internal procedures in place to assure data is properly up-loaded to the back-up storage site in a
timely manner?

e What are the procedures for back-up and immediate access of financial and medical records in an
emergency? Who is responsible for back-up procedures? Who has authorization to access stored data?
How are financial and medical records retrieved during an emergency? Does the health center have
agreements with software and hardware vendors for key business system for temporary emergency
equipment or to rebuild systems in the event of an emergency? What are the notification requirements
for these agreements? What is the timeframe for temporary equipment or rebuilding systems?

Industry Standards and Government Regulations

Knowledge of industry standards and government regulations is part of routine day-to-day management for any
organization and health centers should have corporate compliance plans in place. Standards and regulations
also exist for emergency management, and health centers should be aware of these requirements and standards
and take steps to ensure compliance. This includes fire codes, building codes, and other local, state, and federal
statutes that define emergency management responsibilities and activities, such as requirements for fire
escapes, alarms, and sprinkler systems. Also included are standards for incident command, emergency
management plan development, and conducting exercises and drills, to name a few.

Industry standards also need to be considered. An example of an industry standard is The Joint Commission
standards for emergency management. Health centers accredited by the Joint Commission are required to meet
the Environment of Care Standard - 4.10. When the Joint Commission conducts a survey to ensure compliance
with these standards, the team will assess, at a minimum, the following:

* How the health center plans, designs, implements, and improves the EMP.

* How the health center has engaged in community emergency management efforts.

*  Whether the health center employees at all levels have been trained in their roles and responsibilities in
the EMP.

* Whether the EMP addresses all key aspects of emergency management.
*  Whether the EMP applies to a variety of disasters on various scales.

Health centers should keep up to date on new or revised requirements and standards. As more information and
experience with different types of emergencies are obtained, gaps not previously identified may emerge, which

National Association of Community Health Centers 30 Emergencies Happen ¢ Prepare Now



will result in new procedures, requirements, and standards. Compliance should be an on-going activity and the
Emergency Management Coordinator should be tasked with staying on top of the latest emergency management

requirements and standards, informing the Emergency Management Committee, ERT, updating the EMP
accordingly, and assuring compliance.
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RESPONSE

Once an emergency situation has occurred, the immediate priority is
life safety. Protecting the health and safety of health center staff,
patients, and the public requires a strong Emergency Management
Plan, including routes for evacuation, assembly areas out of harms
way, and sheltering in-place. Once life safety considerations are
handled, attention can be focused toward assessment of damage
and resumption of services. It may be necessary to establish
temporary operating sites quickly in the response phase of an
emergency.

Medical Care

Health centers may play any of several potential roles during a
disaster. In a slowly evolving bioterrorism event, for example, the
health center may be the initial site of recognition and referral.
Later, the health center may function as a Point of Distribution
(POD) for a large-scale medication distribution or as an Alternate
Care Site (ACS) in coordination with other medical efforts in the
area. During an acute mass casualty scenario, the health center
may serve as a surge capacity or triage site for larger healthcare
facilities. Provisions should be made in advance to delineate and
strengthen medical care capabilities in response to a wide range of
disasters. Health centers must also plan to provide ongoing primary
care to their patients - chronic diseases, acute illnesses, and other
medical conditions will continue even in the midst of a disaster. By
maintaining the ability to treat your patients, you will help to
alleviate some of the congestion of patients seeking treatment
elsewhere, such as the local hospital emergency room.

Before a disaster, be sure that your health center has:

Signed up for health alerts: Communications regarding both routine
updates and breaking health alerts are available through state and
local health departments. Health centers are encouraged to have
as many clinical personnel receive these alerts as possible. There
also needs to be procedures about the distribution of this
information within the health center to be sure that the decision
makers get this information in a timely manner. Contact the local
health authorities for sign-up information.

Critical Questions to Ask Your Health Center

about Response Activities

What medical capabilities does your health
center have in the presence of different
types of disasters?

What response activities does your health
center know it CAN NOT perform?

Is the health center familiar with the
clinical guidelines and protocols as they
related to specific hazard plans?

What internal and external resources are
available when responding to an
emergency?

Are there internal procedures for obtaining
equipment and supplies that are in high
demand after an emergency?

Is there a detailed evacuation plan that
also includes transportation options for
persons with disabilities and
considerations for persons with limited
proficiency in English?

What procedures are in place for primary
and backup communications with the
media, government authorities, community,
etc.?

Is there a physical security plan in the
event the health center facility(s) is
damaged?

Is there a plan to manage volunteers and
donations from the public?

If applicable, how will the health center
respond to the need for decontamination?

Is there a plan to coordinate mental health
support for patients and staff?

How will the health center address special
needs populations?

Developed an adequate supply of medications and other resources: Shortages should be anticipated during
widespread medical emergencies. Therefore, health centers should stockpile a pre-determined amount of
medications appropriate for your patient population and basic supplies, which would be needed in such a
disaster.
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During a disaster, your health center should:

Maintain communications with public health authorities: Novel infectious diseases and unusual presentation of
various conditions require constant updating of treatment protocols and procedures during a disaster. Health
centers should be in regular communication with local and regional health authorities to receive current
recommendations and provide feedback on the nature of iliness presenting in the community. Early and frequent
communication with other regional healthcare providers and statewide associations is recommended.

Screen staff for fithess to work: Healthcare providers are often so dedicated to their work and patients, they
resist taking time off even when ill. This may be especially true during a healthcare disaster when altruistic
pressure to serve is even greater. Nevertheless, sick and potentially infectious providers and staff can do more
harm in such a situation simply due to the close proximity of their patients and the numbers of people they are in
contact with during an emergency. Therefore, it is crucial for health centers to establish and adhere to “fitness to
work” protocols for medical emergencies.

Clearly communicate the health center’s treatment priorities: In an emergency, health centers may take on a role
different from normal operations. In fact, the role may vary during the course of the event. Patients will probably
not know in advance what services a health center is assuming during a disaster and may become confused or
angry when they learn normal procedures have changed. Health centers should clearly identify to patients any
changes in medical “mission” or procedures to help facilitate the ongoing provision of care.

Critical Resources Needed during a Disaster

In responding to a disaster, health centers should plan for the resources needed to effectively meet the response
needs. It is important to provide for a variety of resources within budget constraints, while other resources may
be available from governmental and other sources. Some of the key considerations are:

Generators to restore power in order to facilitate resumption of health center operations. Generators can be the
difference between being able to resume operations or not, so obtaining a generator(s) sufficient to meet the
health center’s needs is an important part of emergency management planning. If possible, health centers
should factor the costs of obtaining and maintaining generators within the emergency management budget. If
this is beyond the financial capacity of your health center, explore funding for outfitting your facilities to accept a
donated generator during an emergency. Support may be available through the local health or emergency
management agency or hospital. Information on obtaining generators during an emergency is contained in
Appendix | of this resource document.

Supplies and medical equipment to assure critical supplies and medical equipment are available to support
health center provision of emergency health care services. The immediate material needs after an emergency are
often related to restoration of heating and air conditioning systems, potable water, etc. It is important to consider
the amount and type of supplies and basic medical equipment needed based on the demand at each site and
the presenting medical problems, as well as how the supplies and equipment will be delivered to the various
locations. Health centers should include plans for quickly re-stocking supplies, coordinating supply needs with
local Emergency Operations Centers (EOC), and working with vendors for emergency re-supply orders.
Information on medical re-supply assistance during an emergency is contained in Appendix J of this resource
document.

Another consideration is the need for personal protective equipment (PPE) and supplies for health center staff to
provide protection from exposure to various emergency related hazards. This may include exposure to
chemicals, contaminants, biological agents, and infectious materials. Sound medical practices to protect health
care staff apply equally in times of an emergency as in routine times. It is strongly recommended that ALL staff,
not only medical staff, get fit-tested for N95 or equivalent respirator use and receive hands-on training in the
proper use of all PPE (gowns, gloves, N95 masks, and eye/face protection).
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In the event of a federally declared emergency, supplies may be available to health centers from the Strategic
National Stockpile (SNS). The SNS is the national repository of antibiotics, chemical antidotes, antitoxins,
vaccines, life-support medications, IV administration supplies, airway maintenance supplies and medical/surgijcal
items. The SNS is designed to supplement and re-supply state and local public health agencies in the event of a
national emergency, especially bioterrorism, anywhere and at anytime within the United States or its territories.
Be sure to work with your PCA, local, and state health departments to understand how these supplies would be
distributed within your state. Further information on the SNS is available at the CDC's website at
http://www.bt.cdc.gov/stockpile.

Evacuation and Transportation

The development and implementation of an evacuation plan is a primary action step in the life safety protection
of staff and patients. A comprehensive evacuation plan includes the following;:

e Determine the conditions or triggers for initiating an evacuation.

e Establish a clear chain of command identifying who within the health center has the authority to order an
evacuation. Designate other staff to assist in an evacuation and to account for staff, patients, and
visitors after the evacuation is complete (i.e. evacuation wardens).

* Designate specific health center staff to facilitate the shutdown of operations while an evacuation is
underway (e.g. shut down servers, HVAC systems, etc.), as well as, the parameters for the conditions,
which will require the immediate evacuation of shutdown personnel

* Designate primary and secondary evacuation routes and exits, which should be clearly marked and
lighted. Evacuation routes and emergency exits should be wide enough to accommodate the number of
evacuating personnel and be clear and unobstructed at all times.

e Establish transportation plans for patients and staff and the circumstances for initiating these plans. This
may entail use of vehicles owned by the health center, ambulance services, public transportation, taxis,
or other transportation plans and systems initiated by state and local emergency management authorities
to facilitate an evacuation.

» Establish specific evacuation procedures for assisting persons with disabilities and those with limited
English proficiency, including identifying transportation methods.

* Designate an assembly area outside of the health center where staff, patients, and visitors should gather
after evacuation. Establish procedures for further evacuation away from the health center, should the
conditions warrant. This may consist of sending staff and patients home by normal means or arranging
transportation to an off-site location.

Post evacuation, an accurate count is needed of health center staff, as well as any patients and visitors that were
at the health center during the emergency. There will be confusion at the assembly area. It is important
everyone remains until a count is completed. The names and last location of any for individuals not accounted
for should be referred to the appropriate local emergency response manager. To support effective and efficient
evacuation during emergencies, staff should receive training in evacuation and other safety procedures at least
annually and upon hire at the health center.
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Security

When a disaster or other emergency damages the health center’'s facilities to the point of rendering the
structures open and unsecured, it is important for the emergency response team to take swift action to secure
the sites. The EMP should factor in the potential for a security breech, particularly when operating a pharmacy or
managing a large supply of medications, including controlled substances, as well as to secure critical equipment,
such as computers, printers, etc.

It may be necessary for health centers to post 24-hour security and or move equipment and supplies to
temporary storage facilities. The EMP should incorporate procedures and strategies for securing the health
center’s facilities, equipment, and supplies, from further destruction or loss due to natural elements or theft from
intruders.

Crowd control is an important aspect of planning for security in your plan. Large numbers of people seeking
health care services or medication may present at your health center and cause considerable disruption.
Keeping crowds calm and controlled will greatly reduce the chaos during an emergency. Front line and security
staff should complete basic crowd control and risk communication training to support the health centers ability to
provide services during emergencies.

Decontamination for Health Centers

Certain disasters may require the need for decontamination, and health centers should consider the potential for
decontamination activities in the EMP. It is important to note that specialized equipment and training is
necessary for certain types of decontamination. Determine if you can collaborate with your local fire department
or emergency management agency to meet this need. Even if you are able to sign a mutual aid agreement with
another agency to provide decontamination services at your health center, your staff should still be able to
recognize when a person may be contaminated and take appropriate actions to protect the safety and wellbeing
of patients and staff. Additional resources include CDC decontamination protocols on hazard specific plans and
Occupational Safety and Health Administration (OSHA) guidance regarding biological agent response. This
information can be accessed at www.osha.gov/SLTC/biologicalagents/index.html. Detailed information to guide
the development of a decontamination plan is presented in Appendix H.

Mental Health Needs for Patients and Staff

The majority of the immediate health concerns after an emergency are concentrated in preventing infectious
disease outbreaks, addressing injuries, and ensuring that individuals with chronic diseases have the necessary
medications. However, many plans continue to underestimate the importance of addressing mental health
concerns associated with disasters. It is important for health centers to systematically plan for the mental health
effects on patients and staff. The website for the Substance Abuse and Mental Health Services Administration
(SAMHSA) Disaster Technical Assistance Center provides a wealth of information on mental health assistance at
times of emergencies and is located at www.mentalhealth.samhsa.gov/dtac. See Appendix F for detailed
information.

Special Needs Populations, Including Homeless, Migrant, and Residents of Public Housing

Communities are not a homogeneous collection of people. Any particular emergency or disaster may
disproportionably affect a segment of the population. It is important to address the needs of the community as a
whole by ensuring that special populations receive sufficient attention. This may require more intense outreach
to interact with the homeless population, engage migratory and seasonal agricultural workers, attend to residents
of public housing, or make necessary accommodations for individuals with disabilities or language barriers.

Since disasters affect a cross-section of citizens within a community, a disaster may result in individual, as well
as, collective trauma, which affects the basic social fabric of life that bonds people together. Therefore, cultural
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and socioeconomic factors contribute to both individual and community responses to the trauma caused by a
disaster.

The culture of the community provides the lens through which its members view and interpret the disaster, and
the community’s degree of cohesion helps determine the level of social support available to those affected. In
other words, a community that is disrupted and fragmented will be unable to provide as much support as a
cohesive community.

Cultural competence is a set of values, behaviors, attitudes, and practices within a system, organization,
program, or among individuals, which helps people to work effectively across cultures. It refers to the ability to
honor and respect the beliefs, language, interpersonal styles, and behaviors of individuals and families receiving
services, as well as staff who are providing such services. Cultural competence is a dynamic, ongoing,
developmental process that requires a long-term commitment and is achieved over time.

Culturally competent disaster response services proactively respond to the culturally defined needs of the
community. Disruption of many aspects of life and the need for individuals to adapt in difficult circumstances
can cause stress and anxiety. Effective emergency response requires familiarity with help-seeking behaviors;
customs and traditions related to trauma, loss, and eventual healing; and use of natural support networks of
various cultural groups.

Of particular importance is language since it can be a major barrier to service delivery. Affected individuals with
limited English proficiency, or those that are hearing impaired may be at a particular disadvantage. State and
local emergency response programs generally have few or no staff trained to work with such populations. As a
result, many may not receive needed food, medical care, supplies, or disaster mental health assistance
information.

It is important to address the needs of the community as a whole by ensuring that special populations receive
sufficient attention. This should be a community wide effort involving the health department, other human
service organizations, the emergency management agency, health centers, and other stakeholders. This may
require more intense outreach to interact with the homeless and elderly population, engage with agricultural
workers, attend to residents of public housing, or make necessary accommodations for individuals with
disabilities. Health centers should systematically undertake the following steps as part of developing an EMP:

* Assess and understand the community’s composition. Identify special population groups within the area
potentially affected by a disaster located within the service area of the health center.

* Ensure accurate communication of information in languages other than English by the use of trained bi or
multi-lingual and bi or multi-cultural staff, translations of educational materials and documents, sign
language, and language interpretation services.

* Be knowledgeable about the formal and informal community institutions that help to meet the diverse
need of the community.

e Assess the ability of the health center to interface and address the emergency medical response needs of
the special populations, including collaborating with local and state emergency management officials and
the health care delivery network.

e Establish procedures and mechanisms to meet the identified medical response needs of the special
population groups, including developing transportation and/or mobile medical units, providing
interpreters and materials in other languages, identifying other cultural issues, training staff in cultural
competency, and working collaboratively with other health and social services organizations to meet the
larger needs of special populations in the event of a disaster.
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Different racial and ethnic groups affected by a disaster represent specific challenges to the response capacity of
the community. The importance of effective communication and cultural understanding is heightened during
these times. Proactive steps prior to a disaster can help mitigate some of these issues, such as, involving
representatives from the particular group in the planning and training activities.

Individuals with low socioeconomic resources are often faced with an immediate financial crisis after a disaster.
It is important to be familiar with federal, state, and local resources for all types of assistance, including who to
call and how to refer patients to such services.

Migratory and seasonal agricultural workers may have a relatively transient nature in regard to physical location
within a potential disaster area. Extension of services to migrant camps via temporary structures or mobile vans
may help to provide healthcare services to this population. Moreover, the importance of linguistic competence
through bi or multi-lingual staff or interpreter services cannot be understated.

The elderly are often severely affected when a disaster strikes. A lack of mobility, chronic medical conditions,
and relatively diminished resources result in a greater vulnerability. This may require an enhancement of
outreach to ensure that the needs of the elderly are understood and met. While this is not the sole domain of the
health center, its position and influence within the community creates an opportunity to have a positive impact.

Homeless individuals are probably the most vulnerable population at the time of a disaster due to the lack of
protective structures as well as the increased potential for existing mental health problems. Furthermore, the
number of homeless swells after a disaster due to the destruction of housing, which can easily overwhelm the
community institutions that would normally provide services to this population. Health centers should, if
possible, expand services to areas associated with the homeless, as well as assist these patients in interactions
with other social service organizations.

Limited financial resources, as well as, transportation difficulties often challenge the residents of public housing.
Connection with federal, state, and local resources for all types of assistance will help provide residents of public
housing some additional resiliency in the face of a disaster. In addition, providing services to the residents of the
housing complexes by mobile van or shuttle service to and from the health center is extremely valuable.

Individuals with disabilities, which involve difficulty with mobility, hearing or vision impairments, and dependence
on special equipment or procedures, can feel vulnerable and helpless during emergencies and disasters. Being
unable to hear warnings, or to be physically unable to leave one's home, needing to rely on strangers to be
evacuated, are often deeply distressing. People with disabilities may be especially anxious about future disasters
and may benefit from problem-solving discussions about disaster preparedness prior to an event.
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RECOVERY

In the aftermath of a disaster, once the principle threat has passed Critical Questions to Ask Your Health Center
and the primary concern for protection of citizens from harm has About Recovery Activities

been addressed, it becomes critical to public safety to ensure the
speedy yet orderly recovery of the community. Recovery functions
include continued, potentially long-term response operations (such
as debris removal and disposal, infrastructure repair, etc.), liaison
with state and federal response and recovery agencies, damage
assessment, and response to the basic needs of the population

*  What procedures for documentation and
audit trails have been established to
track operations in a disaster and to
facilitate filing insurance and other
assistance claims?

whom may have lost their homes, possessions, businesses, or jobs. ® ® Whatare the procedures for damage
Emergency management plans should address the longterm assessment and reporting?
operations needed to return the health center to ‘business as » s there a financial recovery plan in the
usual’. event business operation disruption
occurs due to a disaster that results in

Documentation the loss of revenue?

¢ What is the recovery plan for restoring
Health center plans should include detailed steps to assure proper services, especially in the face of
documentation is maintained during a disaster so that the process physical relocation or limited staff
of filing of insurance claims and applying for assistance and availability and lack of financial
reimbursable emergency activities is more easily completed. resources?

Additionally, health centers should establish protocols and methods
for tracking business activities for financial management purposes to mitigate revenue losses. This includes
tracking encounters for billing purposes and emergency response expenses for potential reimbursement.

Inventory Damage and/or Loss

Once the emergency phase of the response has ended, damage assessments are needed to provide
documentation, such as, insurance claims and evaluation of facilities for safety and suitability of re-occupancy.
Damage assessment should begin prior to the removal of any debris or the beginning of the recovery phase, and
should be well documented. It is also a good idea to take pictures or video of the damage.

Loss of Revenue through Disruption of Services

There are many issues a health center can face as a result of a disaster or another emergency that may place the
organization’s revenue at risk. This includes the loss of income/revenue due to disruption of facilities, such as
short-term closures, movement to temporary locations, reduced facility capacity due to damage, or complete loss
of space to serve patients. Revenue losses can also occur due to population shifts as a result of a disaster
causing a decrease in patient demand, which can be shortterm displacements, or much longer-term
displacements, such as occurred in major hurricane disasters.

Income/revenue losses can also happen due to equipment and system failures that result in data losses or the
inability to maintain billing and collection functions. Another concern for income/revenue losses is the failure to
adequately document activities to properly file insurance claims or apply for emergency response costs from
FEMA or other entities. Additionally, data losses may hinder the health center’s ability to file required reports,
such as the Uniform Data System (UDS), grant reports, and other reports required by funding agencies.

Another issue can be a change in the patient mix, whereby the health center may have greater numbers of
homeless and uninsured requiring services due to the impact of the disaster on homes and the local economy.
These shifts can alter the health center’s revenue streams, resulting in lower revenue collections from patient
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sources. In some cases, the State Medicaid Program may provide for special uncompensated care provisions.
Health centers should monitor State Medicaid decisions and follow-through on applying for uncompensated care
funds.

As part of the EMP, health centers should fully examine revenue loss risks and develop detailed procedures and
protocols for responding to emergencies that will minimize revenue losses. This includes full evaluation of
business interruption insurance coverage.

Some of the key considerations for health centers are:

e Develop of processes for tracking uncompensated care and identify responsible personnel and action
steps to follow through on applying for special reimbursement should the State Medicaid Office make
special provisions (waivers) during an emergency.

* Develop systems to track patients served and other required data elements, including manual systems,
should electronic systems for billing and reporting purposes fail.

* Identify back-up billing systems for obtaining timely reimbursement.

* Keep up to date on grants administration issues and changes during an emergency. Recognize that
emergencies may not warrant any changes in grant policies. For example, cost accounting policies are
usually not changed regardless of a declared or undeclared state of emergency.

In some circumstances, the impact of a disaster or other emergency may result in such a complete destruction of
a health center’s operating facilities, or so significantly change the local community, that continued operations as
they existed pre-disaster are not feasible. In these instances, it may be necessary to re-evaluate the mission and
services provided by the health center and the related service area. Health centers may need to scale back
services, increase services, change the mix of services offered, or change service delivery methods, depending
on the situation.

The potential for marketplace changes should be anticipated in emergency management planning. Lessons
learned from the impact of major hurricanes on health centers located on the Gulf Coast indicate recovery from
such a tremendous disaster can take a considerable amount of time and resources. Loss of facilities, staff, and
the patient base can be devastating to a health center. Additionally, a health center that is not financially sound
at the time of a major disaster may face additional threats during the recovery phase, which may jeopardize the
survival of the organization.

Needs of Patients and Staff

In recovering from a disaster or other emergency, health centers should take into consideration the potential
needs of patients and staff during and after the emergency. There may be increased transportation needs for
patients to receive services and for staff to make it into work, or for mobile units to reach patients in isolated
locations.

Staff may no longer have homes and may need help with temporary shelter in order to remain ready and
available to work. There may be shortages of food and water and other basic needs, such as clothing.
Additionally, staff may need some flexibility during work hours to handle personal recovery efforts for their homes
and families. Establishing protocols for providing assistance and remaining flexible are important during the
recovery phase.
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Restoration of Services

Restoration of services is one of the final steps in emergency response management. However, there may be
limitations due to damage, relocation of the population, or continuing risks that may require mitigation. In
addition to assessment of the physical plant, health centers may be constrained by the availability of human
resources. Previous natural disasters have resulted in changes in the availability of health professionals within
the affected areas. This can have a ripple effect on the health center’s operations since it can affect hours of
operations, services provided, and costs to provide such services.

In restoring services within the health center, the following are important questions to explore:
* What services are priorities for the health center?
e What physical locations are important to provide services to the community?

* What are the personnel staffing needs, as well as the means to secure to appropriate staffing for the
provision of services?

* What is a reasonable timetable for bringing services back to the community?
After-Action Report
The after-action report provides an account of significant occurrences during the emergency. There are many
lessons that can be learned from an after-action report to inform your health center and others about what went
well and what didn’'t go well during a response. An after-action report should be prepared immediately after

resolution of the event. A formal debriefing of the event should occur with key management personnel. Topics
covered in the after-action report should include:

e Staffing requirements, including a list of individuals who were working during the emergency and their
titles and roles.

* Support received by the health center, including any federal, state, or local agency, organization(s), or
other entities that rendered assistance, along with the capacity provided and length of time the support
was provided.

* Obstacles and problems encountered during the emergency, including the reason(s) they were viewed as
such. Also describe efforts that were made, or will be made, to counter them.

* Successes encountered during the emergency, including the reason(s) they were viewed as successes.

*  Recommended improvements to the EMP that will make emergency management operations run more
efficiently and effectively in the future, along with actions that will be taken to assure implementation.
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Emergency Management Plan Templates
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Appendix A

There are a number of very good templates for Emergency Management Plans specifically for health centers
available. To help keep the information in this resource as up to date as possible and to keep the size of this
document manageable, website information is provided for these templates. Follow the links below for the most
recent version of Emergency Management Plan templates.

California Primary Care Association (CPCA)

CPCA and the California Emergency Medical Services Authority (EMSA) developed the Community Clinic and
Health Center (CCHC) Emergency Operations Plan (EOP) Template in 2004. Members of the Clinic Emergency
Preparedness Project (CEPP) Working Group also contributed to this publication.
http://www.cpca.org/resources/cepp/

Community Health Center Association of New York State (CHCANYS)

The purpose of this template is to aid Community Health Centers (CHCs) in developing an emergency
management plan that guides their response to all hazards. Included are policies, procedures and forms that
create a comprehensive plan. These templates may be used to both initiate and maintain emergency
management programs.

http://www.chcanys.org/index.php?src=gendocs&link=ep forcenters&category=Main

Community Health Center, Inc.

The Community Health Center, Inc. (CHC, Inc.), a federally qualified health center in Middletown, Connecticut
participated in the 2005 TOPOFF drill. In preparation for their participation in this international emergency
management exercise, CHC, Inc. expanded their emergency management plan. A copy of their plan and a video
of their experience are available for download off their website.

http://www.chcl.com

There are undoubtedly other great examples of emergency management plans developed specifically for
community health centers. If you have additional templates that you would like to share, please contact Mollie
Melbourne at mmelbourne@NACHC.com.
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APPENDIX B

Health Center Readiness Assessments
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Appendix B

An assessment of the preparedness level of your health center will provide you with a solid baseline against
which you can measure your progress. There are numerous templates available - here are just a few from
California and New York that are specific to health centers.

California Primary Care Association
http://www.cpca.org/resources/cepp/

Community Health Center Association of New York State
http://www.chcanys.org/index.php?src=gendocs&link=ep forcenters&category=Main
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Hazard
Vulnerability Assessment (HVA)
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Appendix C

Here is an example of a Hazard Vulnerability Assessment from Kaiser Permanente. If used as an Excel
Spreadsheet, it will calculate the risk for you and create graphs and comparisons that may be helpful in
prioritizing your emergency management efforts. You can find this template in Excel at this website:
http://www.calhealth.org/public/press/Article%5C103%5CHazard%20&%20Vulnerability%20Analysis kaiser mo

del.xls
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Appendix C

e Medical Center Hazard and Vulnerability Analysis

This document is a sample Hazard Vulnerability Analysis tool. It is not a substitute for a
comprehensive emergency preparedness program. Individuals or organizations using this
tool are solely responsible for any hazard assessment and compliance with applicable laws
and regulations.

INSTRUCTIONS:

Evaluate potential for event and response among the following categories using the hazard
specific scale. Assume each event incident occurs at the worst possible time (e.g. during
peak patient loads).

Please note specific score criteria on each work sheet to ensure accurate recording.

Issues to consider for probability include, but are not limited to:
1 Known risk
2 Historical data
3 Manufacturer/vendor statistics

Issues to consider for response include, but are not limited to:
1 Time to marshal an on-scene response
2 Scope of response capability
3 Historical evaluation of response success

Issues to consider for human impact include, but are not limited to:
1 Potential for staff death or injury
2 Potential for patient death or injury

Issues to consider for property impact include, but are not limited to:
Cost to replace

Cost to set up temporary replacement

Cost to repair

Time to recover

A OWDN P

Issues to consider for business impact include, but are not limited to:
Business interruption

Employees unable to report to work

Customers unable to reach facility

Company in violation of contractual agreements
Imposition of fines and penalties or legal costs
Interruption of critical supplies

Interruption of product distribution

Reputation and public image

Financial impact/burden

© O ~NO UL WNBRF
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Appendix C

e Medical Center Hazard and Vulnerability Analysis

Issues to consider for preparedness include, but are not limited to:
Status of current plans

Frequency of drills

Training status

Insurance

Availability of alternate sources for critical supplies/services

a b~ wWNBRF

Issues to consider for internal resources include, but are not limited to:
Types of supplies on hand/will they meet need?

Volume of supplies on hand/will they meet need?

Staff availability

Coordination with MOB's

Availability of back-up systems

Internal resources ability to withstand disasters/survivability

o0k, WDN PR

Issues to consider for external resources include, but are not limited to:
Types of agreements with community agencies/drills?
Coordination with local and state agencies

Coordination with proximal health care facilities
Coordination with treatment specific facilities

Community resources

a b~ wWwN P

Complete all worksheets including Natural, Technological, Human and Hazmat.
The summary section will automatically provide your specific and overall relative threat.
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HAZARD AND VULNERABILITY ASSESSMENT TOOL

Appendix C

NATURALLY OCCURRING EVENTS é\ﬁ’é KAISER
S "Z PERMANENTE-
SEVERITY = (MAGNITUDE - MITIGATION)
PROBABILITY HUMAN PROPERTY BUSINESS | PREPARED- | INTERNAL EXTERNAL RISK
EVENT IMPACT IMPACT IMPACT NESS RESPONSE RESPONSE
Like!ihood this POSSibi“.t y of Physical losses Interuption of Preplanning effe-l(;itxﬁéss, MSI?J:er]Al:g its);;ff Relative threat*
will occur death or injury and damages services reSOUCES and supplies
0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A
sLione ; i Il:/lot;,éerate ; z Il\_/lotrrjerate ; z Il:/lo(;,:’jerate ; z Il\_/lotrrjerate 2 =l l\jol-c'iigrhate 2 =l l\;ol-(iiigrhate 2 =l l\jol-c'iigrhate 0 -100%
3 =High 3 =High 3 =High 3 =High 3 =Low or none 3 = Low or none 3 =Low or none
Hurricane 0%
Tornado 0%
Thuiz\:?:orm o
Snow Fall 0%
Blizzard 0%
Ice Storm 0%
Earthquake 0%
Tidal Wave 0%
Temperature 0%
Extremes
Drought 0%
Flood, External 0%
wild Fire 0%
Landslide 0%
Dam Inundation 0%
Volcano 0%
Epidemic 0%
AVERAGE SCORE 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0%

~*Threat Increases with percentage.

RISK = PROBABILITY * SEVERITY

0.00

0.00

0.00

© 2001 Kaiser Foundation Health Plan, Inc.
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Appendix C

HAZARD AND VULNERABILITY ASSESSMENT TOOL o0,
\\W/// KAISER
TECHNOLOGIC EVENTS "% PERMANENTE.
SEVERITY = (MAGNITUDE - MITIGATION)
PROBABILITY HUMAN PROPERTY BUSINESS PREPARED- INTERNAL EXTERNAL RISK
EVENT IMPACT IMPACT IMPACT NESS RESPONSE | RESPONSE
T . L . . Time, Community/
lee!|hood this POSSIbI“.t y of | Physical losses Interuppon of Preplanning effectivness, Mutual Aid staff Relative threat*
will occur death or injury | and damages services .
resouces and supplies
0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A
1=_Low 1=Low 1=Low 1=_Low 1 =High 1 = High 1 =High
SCORE 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 0 - 100%
3 =High 3 =High 3 =High 3 =High 3 =Low or none 3 = Low or none 3 =Low or none
Electrical Failure 0%
Generator Failure 0%
Transportation Failure 0%
Fuel Shortage 0%
Natural Gas Failure 0%
Water Failure 0%
Sewer Failure 0%
Steam Failure 0%
Fire Alarm Failure 0%
Co_mmunications 0%
Failure
Medical Gas Failure 0%
Mgdical Vacuum 0%
Failure
HVAC Failure 0%
Information Systems 0%
Failure
Fire, Internal 0%
Flood, Internal 0%
Hazmat Exposure, 0%
Internal
Supply Shortage 0%
Structural Damage 0%
AVERAGE SCORE 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0%
*Threat increases with percentage.
RISK = PROBABILITY * SEVERITY
0.00 0.00 0.00
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Appendix C

HAZARD AND VULNERABILITY ASSESSMENT TOOL

°® ®
HUMAN RELATED EVENTS KAISER
§\\ ‘"/,é PERMANENTE.

SEVERITY = (MAGNITUDE - MITIGATION)
PROBABILITY]  jumAN | PROPERTY | BUSINESS | PREPARED- | INTERNAL | EXTERNAL RISK
EVENT IMPACT IMPACT IMPACT NESS RESPONSE RESPONSE
- . . . . Time, Community/
L'ke!'hOOd this POSSIbIII.t v of - [Physical losses Interuptlon of Preplanning effectivness, Mutual Aid staff Relative threat*
will occur death or injury | and damages services )
resouces and supplies
0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A
1=Low 1=Low 1=Low 1=_Low 1 =High 1 = High 1 =High
SCORE 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 0 - 100%
3 = High 3 = High 3 =High 3 =High 3 =Low or none 3 = Low or none 3 =Low or none
Mass Casualty Incident 0%
(trauma)
Mass Casualty Incident 0%
(medical/infectious) 0
Terrorism, Biological 0%
VIP Situation 0%
Infant Abduction 0%
Hostage Situation 0%
Civil Disturbance 0%
Labor Action 0%
Forensic Admission 0%
Bomb Threat 0%
AVERAGE 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0%
*Threat increases with percentage.
RISK = PROBABILITY * SEVERITY
0.00 0.00 0.00
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Appendix C

HAZARD AND VULNERABILITY ASSESSMENT TOOL

[ ¥ ®
KAISER
EVENTS INVOLVING HAZARDOUS MATERIALS g\\w,,é

PERMANENTE.

SEVERITY = (MAGNITUDE - MITIGATION)

PROBABILITY HUMAN PROPERTY BUSINESS PREPARED- INTERNAL EXTERNAL RISK
EVENT IMPACT IMPACT IMPACT NESS RESPONSE | RESPONSE
T . L . . Time, Community/
lee!|hood this POSSIbI“.t y of Physical losses Interuppon of Preplanning effectivness, Mutual Aid staff Relative threat*
will occur death or injury and damages services .
resouces and supplies
0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A 0=N/A
1=Low 1=Low 1=Low 1=Low 1 = High 1 =High 1 =High
SLLiRs 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 2 = Moderate 0 - 100%
3 = High 3 = High 3 =High 3 = High 3 = Low or none 3 = Low or none 3 = Low or none

Mass Casualty Hazmat
Incident (From historic 0%
events at your MC with
>= 5 victims)

Small Casualty
Hazmat Incident (From 0%
historic events at your
MC with < 5 victims)

Chemical Exposure,

0,
External i
SmaII-Medl_um Sized 0%
Internal Spill
Large Internal Spill 0%
0,
Terrorism, Chemical B
Radiologic Exposure, 0
Internal B
Radiologic Exposure, 0
External B
Terrorism, Radiologic 0%
AVERAGE 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0%

*Threat increases with percentage.

RISK = PROBABILITY * SEVERITY
0.00 0.00 0.00
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Appendix C

.‘7’. KAISER SUMMARY OF MEDICAL CENTER HAZARDS ANALYSIS
§\ ,,é PERMANENTE-
&=
< =
(&S] [&]
o =
g 2 g g =
3 5 £ g s
@© @ =] © o
z [ I I =
Probability 0.00 0.00 0.00 0.00 0.00
Severity 0.00 0.00 0.00 0.00 0.00

Hazard Specific Relative Risk to Medical Center

&\17’,; KAISER
Y% PERMANENTE.

1.00
0.90
0.80 +
0.70
0.60
0.50 +
0.40
0.30 4
0.20 4
0.10
0.00

Relative Threat to Facility

Natural Technological Human Hazmat

Probability and Severity of Hazards to Medical Center

&\ﬁy,;/ KAISER
"2 PERMANENTE.

1.00
0.90 A
0.80 A
0.70
0.60
0.50
0.40
0.30
0.20 A
0.10 A
0.00

Relative Impact on Facility

Probability Severity

This document is a sample Hazard Vulnerability Analysis tool. It is not asubstitute for a comprehensive emergency preparedness program.
Individuals or organizations using this tool are solely responsible for any hazard assessment and compliance with applicable laws and regulations.
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Surge Capacity Plan Template
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Appendix D

Counar o
CoMMUNITY CLINICS

Expanded Clinic Operations Model

April 2006

The clinic emergency plan will be activated in an emergency affecting the clinic area,
whether or not expanded clinic operations are required. The purpose of this model isto
describe key features of expanded operations.

Response Area Expanded Disaster Operations

Staffing » Assign response teams to cover extended clinic hours.

» Close non-medical sites (such as Women, Infant and Child
[WIC] sites) and mobilize staff to clinical sites as needed.

> Borrow staff from other clinics if feasible.

* Clinica » Acquire additional needed staffing from other clinics for

extended hours coverage.
» Request clinical Disaster Service Workers (DSWSs) as needed.

» Implement policies (when available) to credential clinicians on
site if the disaster is severe enough to warrant it.

* Mental Hedlth » Monitor the need for additional mental health staff.
» If needed, request staff from other clinics or County Mental
Health.
Security » Request additional security if needed from the clinic security
service if available.
» Use non-medical staff to provide additional security.
» Contact local law enforcement.
» Control building entry and exit.
Internal Communications » Inform the staff about report-to-work requirements and regular

or extended hours.

» Utilize the phone tree as needed to contact individuals away
from the office; communicate with staff about the disaster and
their roles.

» Communicate with staff throughout during regular hours and
after hours as needed regarding the emergency utilizing a
variety of communication tools as needed such as e-mail, cell
phones, pay phones, amateur radio, or runners.
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Response Area Expanded Disaster Operations

External Communications » Utilize the external communications phone list to contact the

appropriate individuals or agencies such as County Community
Epidemiology, the Council of Community Clinics, the CCC
representative in the County DOC, the local hospitals, and
nearby clinics to assess resources and needs.

> Monitor television and radio for information about the disaster;
monitor e-mail for EMAN communications.

» Provide risk communication to patients and community.

Triage » Establish a triage team; determine whether to treat each patient
or request transport to the appropriate level of care.

» If the service needed is outside of the clinic scope, refer the
patient to a hospital, Red Cross, or other setting with the
appropriate level of care as needed.

Treatment > Establish additional treatment areas as needed such as

conference rooms, storage areas and other areas.

» Cancel previously scheduled non-essential medical
appointments.

» Provide the level of care that is within clinic capabilities.

Pharmaceuticals » Assess and monitor quantity of pharmaceuticals available at the

clinic.
» Request emergency supplies from EOC or DOC.

» Receive information from the County regarding distribution of
the Strategic National Stockpile and direct patients to the
appropriate location.

Mass Prophylaxis » Contact the CCC Emergency Preparedness Coordinator at the

County DOC to determine the County plan for mass prophylaxis
and need for clinic involvement.

» If needed by the County, assess the feasibility of providing mass
prophylaxis at the clinic site, and report status to DOC.

» If clinic can provide the service, prepare the facility for mass
prophylaxis in coordination with County.

» If clinical volunteers are needed by the County to report to
another mass prophylaxis site, assess the feasibility of releasing
clinical staff, and follow up as appropriate.

» If clinic can provide volunteers, send them to the County-
designated site.

Contact: Emergency Preparedness Coordinator
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Memorandum of Understanding Template

Developed by Ozark Tri-County Health Center Consortium, Inc. Neosha, Missouri
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(Health Center Name)
(City, State)

Memorandum of Understanding

In Public Health Emergency

Between the following health agencies (Health Centers Name)

1.

Purpose: This Memorandum of Understanding (MOU) is entered this XXth
day of XXXX, 20XX between the following: (Health Centers Names).

. Authority: This MOU is voluntarily entered into by the agencies with the

approval of the Board of Trustees.

. General:

a. Scope:
This MOU provide guidance and documents agreements between
each party to provide assistance to one another in the event of a
public health emergency that overwhelms the capabilities of any
party. This agreement covers response to all emergency situations
to include natural disasters, technological accidents and terrorist
attacks involving weapons of mass destruction and communicable
disease outbreaks.

b. Assumptions:

* Any major public health emergency may affect all parties in this
agreement. Each party will prioritize its needs, capabilities and
the utilization of available resources. The level of assistance
provided to each party will be determined by resources
available and to the extent which the supplier is affected by the
disaster.

e The parties may commit to providing maximum assistance to
the other but each party’s primary mission may take
precedence over the other.

* When any party responds to a request for assistance, the party
of whom assistance is requested may petition reimbursement
for funds expended.

c. Types of Aid or Support:
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The following types of aid may be exchanged between parties,
depending upon the conditions of need and availability and shall
include but not be limited to:

* Provide health care and administrative staff

* Provide emergency supplies

* Dispensing of pharmaceuticals

e Decontamination Assistance

* Environmental Sampling

e Epidemiological Investigations

4. Responsibilities:

a. Each party will provide assistance within existing capabilities in
accordance with current guidance and directives

b. Parties agree to seek indemnification from each other from any
settlement, verdict or judgment resulting from any claim or
lawsuit arising out of each other’s performance under this MOU.

c. Parties will maintain records of all expenditures for

reimbursement

purpose in accordance with current applicable directives.

5. Requesting Support:
When requesting assistance, the following information will be provided:

* Name, title, agency and phone number of requestor

* Brief assessment of the situation

e Description of the type and amount of aid needed

* Name, title, location and phone number of the person from your
agency that assisting personnel will report to.

e Initial request for mutual aid may be by telephone, in person or
fax but must be followed by a written request.

6. Accounting and Reimbursement:

a. The responding agency will be entitled to reimbursement of
expenses incurred as a result of their response and
participation.

b. Billing:

1. Each agency will keep detailed records of all expenditures
incurred.

7. Period of Agreement: This agreement if effective upon date of signature
and will remain in effect until all parties agree to amend with mutual consent.

a. Review and Revision:

This agreement will be reviewed every three (3) ears or sooner if requested by
a participating agency and revised as needed. Amendments may be
submitted for consideration at any time. All changes to this agreement will be
circulated among the agencies for review. Agreed changes will be in writing
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and will then be incorporated into the document and circulated for
approval/implementation by obtaining signatures of all participating agencies.
b. Cancellation:

This agreement may be rescinded by mutual consent between the parties.
Any party may cancel their part of the agreement by giving at least ninety (90)
days written notice.

(Name) Date

(Name) Date
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Mental Health Preparedness Phase

The following are some suggested action steps that may help staff and patients cope
with the stress of a disaster in a more effective manner:

» Establish clear lines of authority and responsibility to minimize stress by
eliminating confusion about who reports to whom.

» Provide regular training on stress management techniques for staff and patients.
* Create a facility evacuation plan and practice drills regularly.

» Provide ongoing training to ensure health center employees are thoroughly
familiar with safety procedures and policies.

» Develop guidelines to help staff prepare for deployment into disaster areas or to
staff temporary sites or work extended hours.

* Maintain an updated list of family members' contact information for each health
center employee.

» Have a pre-established plan for how staff will check on their families if disaster
strikes during work hours.

» Develop plans to inform patients about changes in services during a major
disaster or emergency.

» Encourage staff and patients to develop family emergency management plans,
including consideration of medication needs.

Mental Heath Response Phase

At the disaster scene, health centers can provide certain support for staff to mitigate
stress and help then effectively perform the tasks at hand:

» Clearly define the roles of personnel and reevaluate if the situation changes.

» Institute regular briefings to cover the current status of the work environment and
next steps.

» Partner inexperienced staff with experienced veterans. The buddy system is an
effective method to provide support, monitor stress, and reinforce safety
procedures. Require outreach personnel to enter the community in pairs.

* During lengthy disasters, implement days off and curtail weekend work as soon
as possible.
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» Implement flexible schedules for workers who are directly impacted by an event.

This can help workers balance home and job responsibilities.

» Provide security for staff at facilities or sites in dangerous areas.
Mental Health Recovery Phase
The conclusion of a disaster assignment, whether it involves immediate response or
long-term recovery work, can be a period of mixed emotions for health center staff.
While there may be some relief that the disaster operation is ending, there is often a
sense of loss and letdown, with some difficulty making the transition back into a normal
family life and regular job.

The following are some action steps that can help ease the disengagement and
transition process:

» Allow time off for staff experiencing personal trauma or loss. Transition these
individuals back into the operations of the health center at a pace that is
comfortable.

» Develop protocols to provide health center staff with stigma-free counseling so
that they can address the emotional aspects of their experience

* Institute interviews and/or seminars to help staff put their experiences in
perspective and to validate what they have seen, done, thought, and felt.

* Provide educational workshops around stress management and self-care.
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Communications Equipment and Systems
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Communication

COMMUNICATION OPTIONS

Option Description Advantages Disadvantages Cost Range
Pagers Dedicated radio frequency device |+  Provides e Similarissues |$40-$400
e Two-Way that allows user to receive additional of coverage as
e Alpha Numeric messages broadcast on a specific coverage where cell phones
. Numeric frequency cellular carrier
may not
o Inexpensive
. Low monthly fees
Cellular Telephones |  Variety of options and coverage |*  Providers e Still gaps in $50-$600
¢ Direct connect features expanding coverage
coverage ¢ Frequent
. Group plans technology
available changes
e Shared minutes
Satellite . Mobile phone that uses orbiting |¢  Cost becoming ¢ Weather $650-$1500
Telephones satellites instead of cell towers to more conditions can [*  Rentals
connect with main phone lines reasonable. impact also
e Greater operability available
availability . Per minute for
e Optimal coverage charge $40/wk
+  Shortterm rental expensive and up
plans available when used
. Monthly
charges higher
than cell
phones
NOAA Weather . National Oceanic and * Inexpensive - $60 and up
Radio Atmospheric Administration available at local
provides up to the minute stores
emergency weather and all-
hazard information across the
nation

AMATEUR RADIO OPERATORS (HAM RADIO)

Amateur radio operators possess a very robust communications system worldwide.
Many operators have formed emergency teams within cities, counties and states and
support government communications operations during exercises and disasters.
These organizations provide a variety of services from both mobile and fixed
communications capability. Additional information related to amateur radio
operators in your community may be obtained by contacting your public safety and
emergency management personnel.
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NATIONAL COMMUNICATIONS SYSTEM (NCS): The National Communication System
(NCS) offers a wide range of National Security and Emergency Preparedness (NS-EP)
communications services, which support qualifying federal, state, local and tribal
government, industry and non-profit organizations in the performance of their
missions during emergencies.

NCS Program Description

GETS - provides emergency access in the local and long
distance segments of the public switched wire line
network.

Government Emergency Telecommunications
Service (GETS)

Telecommunications Service Priority (TSP) TPS - provides service vendors with a FCC mandate for

prioritizing service requests critical to telecommunications.

Wireless Priority Services (WPS) WPS - provides priority cellular network access.

SHARES - provides a single interagency Emergency

Shared Resources High Frequency Radio message handling system through existing HF resources
Program (SHARES) when normal communications are destroyed or
unavailable.

* Information regarding the National Communication System programs of GETS, TSP,
WPS, and SHARES can be accessed at www.ncs.gov
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Decontamination Procedures for Health Centers
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Decontamination Procedures for Health Centers

Definition: Decontamination is the reduction or removal of chemical, radiological or biological
agents so they are no longer hazards. In treating patients with chemical exposures,
decontamination is of primary importance provided the patient does not require immediate
life-saving interventions. Therefore, decontamination takes precedence over non-life-
threatening injuries. Decontamination of skin is the primary concern, but decontamination of
eyes and wounds must also be done when necessary.

The most important and most effective technique after any exposure is that decontamination
done within the first minute or two after exposure. What decontamination method is used is
not as important as how and when it is used. Agents should be removed as quickly and
completely as possible by the best means available.

Goals: Decontamination has 2 primary goals:
1. Decontamination helps prevent further harm to the patient from the exposure.

2. Decontamination helps protect healthcare providers and maintains the viability of the
facility as a treatment center. Mismanagement may result in illness in healthcare
providers and contamination of the site; severe contamination of the site may
necessitate closure.

Recognition: Before decontamination can occur, contamination must be recognized.
Recognition of biological and radiological contamination may be difficult, if not impossible in
the primary care setting. For chemical contamination, however, the most important tool for
assessing a patient is a careful history. Continue to consider chemical exposures in the
differential diagnosis for any incident in which multiple ill persons with similar clinical
complaints (point-source exposure) seek treatment at about the same time or in persons
who are exposed to common ventilation systems or unusual patterns of death or iliness.

Potential for Secondary Contamination: The route and extent of exposure are important in
determining the potential for secondary contamination. Victims who were exposed only to
gas or vapor and have no gross deposition of the material on their clothing or skin are not
likely to carry significant amounts of contaminant on themselves. They are therefore not
likely to pose risks of secondary contamination to clinic personnel. However, victims whose
skin or clothing are covered with liquid or solid chemical or victims who have condensation of
chemical vapor on their clothes or skin may contaminate others and the facility by direct
contact or by off-gassing vapor. If the victim has ingested a chemical, toxic vomitus may also
pose a danger through direct contact or off-gassing vapor.

All patients should be evaluated who that have been exposed to the contaminant. If
decontamination at the Primary Care site is not possible, transportation should be arranged
for evaluation at a secondary facility. Asymptomatic patients who have not had direct
chemical exposure can he discharged from the scene after their names, addresses, and
telephones numbers are recorded. Those discharged should be advised to seek medical care
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promptly if symptoms develop. Consultation with the regional poison control center (1-800-
222-1222) is recommended for advice regarding chemical decontamination.

Evacuation: Evacuation of the facility rarely is indicated. In most situations, isolation of the
contamination is all that is required. Consider evacuation of the Center in the following
situations:

* Toxic material spills in the facility

* Nearby hazardous materials are threatening the facility

* The patient is contaminated with a volatile toxic or flammable chemical and is
decontaminated insufficiently prior to entering the facility

Basic Decontamination recommendations: Patients who are able and cooperative may assist
with their own decontamination. This reduces the potential for cross-contamination.
Remove contaminated clothing and personal belongings and place them in a double-bag, if
possible.

Physical Removal: In situations with large amounts of contaminant, physical removal may be
initiated by scraping with a wooden stick, (e.g. a tongue depressor or popsicle stick) or by
blotting with adsorbent materials (e.g. 2x2 gauze).

Inhalation Exposure: Administer supplemental oxygen by mask to patients who have
respiratory complaints. Treat patients who have bronchospasm with aerosolized
bronchodilators; use these with caution because of the potential or possible enhanced risk of
cardiac dysrhythmias.

Skin Exposure: If chemical burns are present, treat as thermal burns. Flush exposed or
irritated skin and hair with plain water. For oily or otherwise adherent chemicals, use mild
soap on the skin and hair. Further skin decontamination is achieved as follows:

* Wash the patient thoroughly from head to toe. Avoid vigorous scrubbing to prevent
skin breakdown.

* Flush exposed areas with soap and water for 10-15 minutes with gentle sponging.

* Decontaminate open wounds by irrigation with saline or water for an additional 5-10
minutes.

* Try to avoid contaminating unexposed skin on the patient. Use surgical drapes if
necessary.

* Clean under fingernails with a scrub brush.

* Ideally, collect runoff water in containers, if possible.

Eye Exposure: Flush exposed or irritated eyes with plain water or saline for 10-15 minutes,
except in alkali exposures, which require 30-60 minutes of irrigation. Remove contact lenses
if present and easily removable without additional trauma to the eye. If a corrosive material
is suspected or if pain or injury is evident, continue irrigation and refer the patient for further
ophthalmologic attention.

Ensure that adequate eye irrigation has been completed. Test visual acuity. Examine the

eyes for corneal damage using a magnifying device or a slit lamp and fluorescein stain, if
available. For small corneal defects, use ophthalmic ointment or drops, analgesic
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medication, and an eye patch. Immediately consult an ophthalmologist for patients who
have severe corneal injuries. Continue irrigating exposed skin and eyes, as appropriate.

Ingestion Exposure: In cases of ingestion, do not induce emesis. Administer 4 to 8 ounces of
water to dilute stomach contents if the patient is conscious and able to swallow. Obtain
advanced medical care immediately. Consultation with your regional Poison Control Center
(1-800-222-1222) is recommended.

Location: If possible, the ideal location for decontamination is outdoors. If indoor
decontamination is necessary, an isolated location or “decontamination room” is the next
ideal location. Indoor decontamination only should occur in cases in which a controlled
indoor environment may be maintained safely.

If such a room is not available, try to isolate the patient in a single large room after removing
nonessential and non-disposable equipment. Ideally, this room should be away from other
patient care areas. Maintain ventilation to the area in which the patient is located, but be
wary of further contaminating the facility with recycled ventilation.

Establish a “secure zone” with yellow tape or other visible barrier and permit only
appropriately protected individuals to enter as needed. Include in the secure zone any area
the patient may contaminate while entering/leaving the facility. Upon arrival of the patient,
determine whether the patient requires any immediate life-saving interventions. If these are
required, stabilize the patient before or during decontamination.

Laundry: Textiles and Bedding: Textiles and fabrics (e.g., protective clothing, linens, clothing)
from patients and their immediate contacts should be handled with minimum agitation to
avoid contamination of air, surfaces, and persons. This prevents the dispersion of potentially
contaminants into the air. Textiles and clothing should be bagged or contained at the point
of use in accordance with Occupational Safety and Health Administration (OSHA) regulations.

Reusable Medical Equipment: For biologic contaminants, the surfaces of reusable medical
equipment should be cleaned and then subjected to either low- or intermediate-level
disinfection with an EPA-registered chemical germicide in accordance with label instructions.
Current protocols and procedures for cleaning and disinfection need not be changed.

Environmental Surfaces: For biologic contaminants, environmental surfaces that are touched
frequently by hand can be cleaned and subjected to low- to intermediate-level disinfection
with EPA-registered chemical germicides according to label instructions. Large housekeeping
surfaces such as floors and tabletops can be cleaned using an EPA-registered detergent
disinfectant according to manufacturer’s instructions.

Current procedures and schedules can be used for management of floors and furniture. Use
a vacuum cleaner equipped with a high efficiency particulate air (HEPA) filter for cleaning
carpeted floors or upholstered furniture. Disinfection of the vacuum cleaner is not required
when a HEPA filter is properly installed and remains intact during use. Full vacuum cleaner
bags can be placed in another closable container and discarded as a routine solid waste. If
carpets and upholstered furniture require cleaning to remove visible soil, commercially
available products for this purpose are acceptable for use as per usual.

Regulated Medical Waste: Regulated medical waste should be placed in containment,
subjected to a decontamination treatment, and discarded in accordance with medical waste
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regulations of the state or other appropriate jurisdiction. This includes the use of offsite
medical waste treatment services.

References include:

1.
2.

3.
4.
5

ATSDR - Medical Management Guidelines for Unidentified Chemical

CDC - Chemical Agents: Facts About Personal Cleaning and Disposal of
Contaminated Clothing

CDC - Smallpox Response Plan and Guidelines (Version 3.0)

eMedicine - CBRNE - Chemical Decontamination

Columbia University-Mailman School of Public Health-National Center for Disaster
Preparedness.
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APPENDIX |

Generators from FEMA
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Guidance for Health Centers
Who Need Generator Support to Operate

When HRSA project officers contact health centers to ascertain their operating status during
a disaster, if the only impediment to opening to provide services is lack of power from the
local power grid, project officers should advise the health centers as follows:

e If able, contact your county/parish emergency management agency (EMA) to request
a generator through the FEMA disaster assistance process.

* Health centers should explain their role in providing services in the community and
their ability to provide medical services during the disaster in an effort to obtain
priority status for generator support.

0 Project officers can assist their grantees who may not have computer access
by providing them verbally with the phone number of their county/parish
EMA.

0 County/parish EMA contact info can be found on the respective State EMA
websites are as follows (Provide State information as appropriate):

=  Other States http://www.fema.gov/fema/statedr.shtm

¢ In their requests, health centers should also specify the need for fuel re-supply to
keep the generator running.

e County/parish EMAs, if operational (they typically are), will funnel such requests to
the State EMA.

* The State EMA will generate an action request form (ARF) which will be provided to
FEMA to prioritize and hopefully fill the request during disaster operations.

e Health centers that have telephone service but are unable to contact their
county/parish EMA directly because the EMA’s lines are down or for some other
reason should contact the State EMA directly.

* Health centers that are unable to secure assistance through their local mechanisms
should advise their HRSA project officer. Project officers should in turn notify the
HRSA EOC.

* If the health center receives a FEMA supplied generator, they should ascertain
contact information from those delivering the generator to report problems with the
generator, to request fuel re-supply, and to notify when power from the grid is
restored and the generator is no longer needed.

* When contacting their county/parish EMA, health centers should inquire when the

FEMA Public Assistance meeting will be held for their area and be sure to send a
representative.
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Guidance for Health Centers
Medical Re-supply Issues

When HRSA project officers contact health centers to ascertain their operating status during
a disaster, if the only impediment to providing continuity of services is lack of medical
supplies, equipment and pharmaceuticals, project officers should advise their grantees as
follows:

e If able, contact your county/parish Emergency Operations Centers (EOC) or state EOC
to request the needed medical supplies, equipment or pharmaceuticals through the
ESF - 8 disaster assistance process.

* Health centers should explain their role in providing services in the community and
their ability to provide medical services during the disaster in an effort to obtain
priority status for re-supply from the county/parish EOC or state EOC.

0 Project officers can assist their health centers who may not have computer
access by providing them verbally with the phone number of their
county/parish Emergency Management Agency (EMA) who can direct them to
the proper EOC.

0 County/parish EMA contact info can be found on the respective State EMA
websites as follows (Provide State information as appropriate):

=  QOther States http://www.fema.gov/fema/statedr.shtm

* |ntheir requests, health centers should specify the specific quantity and type of
supplies, equipment and pharmaceuticals needed as they would for any other routine
re-supply order

e County/parish EOCs, if operational (they typically are), will funnel such requests to
the State EOC.

* The State EOC will generate an action request form (ARF) which will be provided to
State or Local Health and Human Services (HHS) to prioritize and fill the request
during disaster operations.

e Health centers that have telephone service but are unable to contact their
county/parish EOC directly because the EMA’s lines are down or for some other
reason should contact the State EOC directly.

* Health centers that are unable to secure assistance through their local mechanisms
should advise their HRSA project officer. Project officers should in turn notify the
HRSA EOC. The HRSA EOC will raise the issue with its Federal and state contacts in
an effort to have the matter addressed. Health centers should continue to work
through its local and state contacts to get assistance even after notifying the project
officer.

* When contacting their county/parish EOC, health centers should inquire when the
FEMA Public Assistance meeting will be held for their area and be sure to send a
representative.
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