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The Affordable Care Act (ACA) expands health insurance coverage to 
millions of Americans through new health insurance marketplaces 
(Exchanges) and by providing funding for states that choose to expand 

their Medicaid programs. On October 1, 2013, consumers started enrolling 
in plans on the Exchanges. The enrollment process is complex and, at times, 
requires consumers to disclose personally identifying information (PII). 
The federal government has developed numerous standards and protocols 
to facilitate electronic enrollment of individuals, including those related 
to privacy and security of PII. While such rules are necessary to maintain 
security and privacy of information, they can be confusing to entities seeking 
to assist consumers with enrollment. 

Health centers are expected to play a large role in application assistance due 
to their relationship with community residents and/or special populations 
and because a significant portion of those they serve are uninsured. To 
this end, the Health Resources and Services Administration (HRSA) has 
provided $150 million to health centers through its Health Center Outreach 
and Enrollment Assistance for Fiscal Year 2013 to “support health centers in 
raising awareness of affordable insurance options and providing eligibility 
and enrollment assistance to uninsured patients of health centers and 
residents in their approved service areas.”1 Health centers gaining access 
to PII during outreach and enrollment activities, regardless of how they 
participate, must familiarize themselves with these privacy and security 
standards. 

1  Health Center Outreach and Enrollment Assistance Fiscal Year 2013, HRSA-13-279, CFDA 
# 93.527, at 2-3 (May 9, 2013). To qualify for this funding, a health center must expand its 
outreach and enrollment staff by the equivalent of one full time employee. Id.
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2  While these standards have certain commonalities with HIPAA 
requirements applicable to covered entities, they are a separate 
and distinct set of rules. In promulgating the final rule, HHS 
realized that the HIPAA standards were not the most appropriate 
for the types of functions performed on the Exchange.

3  See 78 FR 42845. State-based Exchanges may require the same 
or more stringent privacy and security standards for Navigators 
and NNAP that gain access to PII or collect, use, or disclose PII. 
However, HHS did not finalize a proposed requirement that CACs 
must comply with applicable state laws, stating that requiring 
CACs to comply with state standards for privacy and security of 
PII may limit the organizations eligible to serve as CACs.  

Types of Application Assisters

Application Assisters: entities that provide 
consumer-focused assistance with applications and 
enrollment in health insurance affordability programs.

Navigators: application assisters required in 
every Exchange.  Must complete comprehensive 
training to (1) conduct outreach and education to 
raise awareness about the Exchange; (2) prepare 
electronic and paper applications to establish 
eligibility and enroll in coverage through the Exchange 
and potentially qualify for insurance affordability 
programs; and (3) refer consumers to health insurance 
ombudsman and consumer assistance programs 
when necessary. 

Non-Navigator Assister Personnel (NNAP): 
application assisters subject to the same 
requirements as Navigators.  Optional for State-based 
Exchanges (also known as “in-person assistance 
programs”).

Certified Application Counselors (CAC): application 
assisters certified  to (1) provide information to 
individuals and employees about the full range 
of plans available on the Exchange and insurance 
affordability programs for which they are eligible; (2) 
assist individuals and employees to apply for coverage 
in a health insurance plan available on the Exchange 
and for insurance affordability programs; and (3) 
help to facilitate enrollment of eligible individuals in 
health plans available on the Exchange and insurance 
affordability programs.  Required in every Exchange.

Agents and Brokers: application assisters, who may 
have a financial relationship with plans, that can 
educate consumers about Exchanges and insurance 
affordability programs, and may help consumers 
receive eligibility determinations, apply for premium 
tax credits and cost-sharing reductions, compare 
plans, and enroll in coverage to the extent permitted 
by state laws. 

Outreach and Enrollment Workers: any health 
center staff, contractors, or volunteer personnel who 
will educate consumers and help them complete 
applications for coverage.

Federal Standards Governing 
Personally Identifiable Information

The privacy and security standards applicable to PII 
are found at 45 CFR §155.260.2 The standards state that 
the Exchange (regardless of whether the Exchange is 
established and operated by a State or by HHS) may 
only create, collect, use, or disclose PII as permitted by 
the regulations. They further state that the Exchange 
must require “the same or more stringent privacy 
and security standards” for “non-Exchange entities.” 
The term “Non-Exchange Entity” is not defined by the 
regulations, but 45 CFR §155.260(b) applies the privacy 
and security standards to “individuals or entities, such 
as Navigators, agents, and brokers that (1) gain access 
to personally identifiable information submitted to 
an Exchange; or (2) collect, use or disclose personally 
identifiable information gathered directly from 
applicants, qualified individuals, or enrollees while that 
individual or entity is performing the functions outlined 
in the agreement with the Exchange.” A health center 
performing outreach and enrollment activities would 
likely be considered a non-Exchange entity. In addition, 
regulations establishing standards for application 
assistance personnel (Navigators, non-Navigator 
Assistance Personnel, and Certified Application 
Counselors) require that the assisters comply with 
the requirements of 45 CFR §155.260.3 Under section 
1411(g) of the ACA, willful misuse of PII information 
could result in civil penalties.
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PII subject to 45 CFR §155.260 includes the following 
types of information: name, social security number, 
date and place of birth, mother’s maiden name, 
biometric records (e.g., fingerprints), phone 
number, home address, drivers license number, and 
medical, educational, financial and/or employment 
information.4 The federal regulations outline eight 
standards for privacy and security of PII collected or 
created by the Exchange (whether Federally-facilitated, 
State-based, or State Partnership):

1) individuals should have access to their own PII; 

2) individuals should have the opportunity to 
correct PII; 

3) non-Exchange entities should be open and 
transparent about policies surrounding PII; 

4) individuals should have choice with regard to 
collection, use, and disclosure of PII; 

5) PII should only be collected, used, or disclosed 
for a specific purpose and never used to 
discriminate; 

6) PII should be complete, accurate, and up-to-
date; 

7) PII should be protected with safeguards to 
ensure integrity and prevent unauthorized use; 

8) data privacy and security standards should 
be implemented in a manner that ensures 
accountability through appropriate monitoring.5 

HHS oversees and monitors compliance with the 
privacy and security standards found in 45 CFR 
§155.260 for Federally-facilitated Exchanges (including 
State Partnership Exchanges6), non-Exchange entities 
operating in Federally-facilitated Exchanges, and State-
based Exchanges. In contrast, each State Exchange is 
responsible for the oversight and monitoring of the 

non-Exchange entities operating within that State’s 
Exchange. In other words, a health center operating 
in the Federally-facilitated Exchange or a State 
Partnership Exchange will be monitored by HHS; a 
health center operating in a State-based Exchange will 
be monitored by the State. 

4  Tax return information is governed by §6103 of the Internal 
Revenue Code.

5  45 CFR §155.260.

6  See 78 FR 54070, 54071 (Aug. 30, 2013).  “In this final rule…
[w]hen [HHS] refer[s] to ‘FFEs,’ [it is] also referring to State 
Partnership Exchanges, which are a form of FFE.” 

Types of Exchanges

Exchanges: marketplaces created by the Affordable 
Care Act (ACA) through which qualified individuals 
and small employers may purchase affordable, 
comprehensive health coverage from private health 
insurance issuers that meets or exceeds a set of 
minimum benefit standards.

State-based Exchange: health insurance 
marketplaces operated by the state

Federally-Facilitated Exchange: health insurance 
marketplace operated by the federal government

State Partnership Exchange: health insurance 
marketplace operated by both the state and federal 
government in which the state assumes some of 
the Exchange functions that would otherwise be 
performed by the Federally-facilitated Exchange, such 
as plan management and consumer assistance 

Implementation Specifications for 
Non-Exchange Entities in Federally-
facilitated Exchanges 

CMS has entered into contractual agreements 
with non-Exchange entities that gain access to PII 
exchanged with the Federally-facilitated Exchanges or 
directly from consumers. Each agreement contains an 
appendix governing the creation, collection, disclosure, 
access, maintenance, storage, and use of PII by the 
non-Exchange entity in the context of the Federally-
facilitated Exchange. In signing the agreement, the non-
Exchange entity agrees to comply with the privacy and 
security standards laid out in the appendix – described 
below – while performing its authorized functions.  
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Individual Rights to PII

Individuals have rights with regard to their PII. Non-
Exchange entities must facilitate individual access 
to PII and provide PII in the format requested by the 
consumer if possible. Non-Exchange entities may 
charge a fee for providing PII, but only to recover costs 
for labor associated with copying the PII, postage, and 
costs for summarizing an individual’s PII. Non-Exchange 
entities have 30 days to complete review of the request. 
If a non-Exchange entity denies access to PII, it must 
explain the denial and describe the availability of 
appeals. Additionally, individual rights to PII must be 
parallel to the rights of those legally authorized to act 
on behalf of the individual.

Openness and Transparency

Non-Exchange entities must ensure openness and 
transparency around PII policies and procedures that 
directly impact consumers. Perhaps most importantly, 
non-Exchange entities must provide a privacy notice 
statement to consumers. This statement must be 
written in plain language and provided in a manner 
that is accessible to people living with disabilities 
and with limited English proficiency. The statement 
must at a minimum include: (1) the legal authority 
to collect PII; (2) the purpose of the information 
collection; (3) a description of to whom PII may be 
disclosed and for what purposes; (4) the authorized 
uses and disclosures of any collected information; 
(5) whether the request to collect PII is voluntary or 
mandatory under applicable law; and (6) the effects of 
non-disclosure if the individual chooses not to provide 
information. Non-Exchange entities must review this 
notice at least annually. Additionally, if a non-Exchange 
entity maintains a website, it must describe privacy 
and security standards and provide consumers with 
information on how to file complaints with CMS. 

Individual Choice and Informed Consent

Individuals also have a choice in how their PII is 
generated and used. Non-Exchange entities must 
provide individuals with a reasonable opportunity 
to make informed decisions about the creation, 
disclosure, access, and use of their PII. This requires 
obtaining informed consent when using PII for a 
purpose not included in the privacy notice statement. 
The consent form must be written in plain language 
and provide specific terms for the use of PII. The 
consent must identify who is collecting the PII and what 
the PII will be used for, and provide the individual with 
the ability to revoke consent. Non-Exchange entities 
must securely retain the executed consent form for ten 
years.

Limited Use of PII

Other than in accordance with the consent procedures 
described above, non-Exchange entities may only use 
PII for limited purposes. For example, in Federally-
facilitated Exchanges, non-Exchange entities may use 
PII for activities defined in contractual agreements 
between the non-Exchange entity and CMS. Acceptable 
activities also include those published in the non-
Exchange entity privacy notice statement and any other 
applicable agreements. PII cannot be used to facilitate 
adverse benefit determinations or to discourage 
individuals with significant health problems from 
enrolling in a plan. Non-Exchange entities should also 
avoid obtaining information on individuals not seeking 
coverage, especially social security numbers and 
information regarding citizenship status.

PII Quality and Integrity

Non-Exchange entities must maintain the quality and 
integrity of data they collect. This means that PII must 
be complete, accurate, and up-to-date. Also, individuals 
must be given the opportunity to amend, substitute, 
delete, or correct their PII. The non-Exchange entity 
has ten days to grant or deny an individual’s request to 
change PII. If granted, the entity must correct the PII. If 
denied, the entity must inform the individual in writing. 
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Non-Exchange entities must also verify the identity 
of the individual requesting access to or modification 
of PII. The individual must produce a government-
issued identification or two of the following: birth 
certificate, social security card, marriage certificate, 
divorce decree, employer identification card, diploma, 
or property deed. Finally, the non-Exchange entity 
must account for all disclosures of PII. The record must 
include the nature, date, and purpose of disclosure, 
as well as the name and address of the person who 
obtained the information. The non-Exchange entity 
must retain the disclosure information for ten years or 
the life of the record. 

Accountability

Non-Exchange entities must also adopt policies and 
procedures that ensure accountability in utilizing PII. 
This means that a non-Exchange entity must have in 
place procedures for handling breaches of privacy and 
other incidents. These policies must: identify a privacy 
official for the entity; detail identification, response, 
recovery and follow-up for an incident or breach; and 
provide a process for reporting the incident to CMS.7 
Non-Exchange entities must also develop training and 
awareness programs for staff that may be exposed 
to PII; completion of Federally-facilitated Exchange 
training is sufficient for fulfilling this requirement. 

Conclusion

Health centers contracting with CMS as non-Exchange 
entities should carefully review not only 45 CFR 
§155.260, but also their contractual obligations 
surrounding data privacy and security.8 In addition, 
health centers operating in State-based Exchanges 
should examine state security and privacy standards 
for PII. Privacy and security standards for PII, both at 
the state and federal level, may require health centers 
to modify their data management and recordkeeping 
policies and procedures. This is vital to ensure 
compliance with federal regulations and avoid any civil 
penalties associated with willful misuse of applicant 
information. 

7  Despite language in its proposed rule, CMS declined to issue 
regulations regarding the reporting of incidents or breaches of 
PII. The preamble to the final rule (78 Fed. Reg. 54070-54146 
(codifying 45 CFR Parts 147, 153, 155 and 156) (August 30, 2013)) 
states that these issues will be handled under data sharing 
agreements between HHS and other entities. 

8  Contract terms may also reference compliance with Version 1.0 of 
the Minimum Acceptable Risk Standards – Exchanges (MARS-E).  
The Centers for Medicare and Medicaid Services (CMS) developed 
MARS-E to facilitate compliance with the myriad of security 
requirements for Exchange enrollment systems.  The suite of 
documents may be found here: http://www.cms.gov/CCIIO/
Resources/Regulations-and-Guidance/.  A discussion of these 
standards is outside of the scope of this mini-brief.    
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