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February 27, 2026

Thomas Keane, MD, MBA

Assistant Secretary for Technology Policy

U.S. Department of Health and Human Services
330 C Street SW, Floor 7

Washington, DC 20201

RE: Health Data, Technology, and Interoperability: ASTP/ONC Deregulatory Actions to
Unleash Prosperity (HTI-S) Proposed Rule (RIN 0955-AA09)

Dear Assistant Secretary Keane:

For the past 55 years, the National Association of Community Health Centers (NACHC) has been
the leading national, nonpartisan organization dedicated to supporting Community Health Centers
(CHC:s), also known as Federally Qualified Health Centers, as the Employer, Provider, and Partner
of choice in all communities. Collectively, CHCs are the largest primary care network in the nation,
serving as the medical home for 52 million patients,' and employing 326,000 dedicated staff.

For 60 years, CHCs have provided high-quality, affordable, comprehensive care — including
primary, preventive, dental, behavioral health, pharmacy, vision, and other essential health services
at over 17,000 locations across rural and nonrural communities. This includes 1 in 7 Americans, 1
in 3 rural residents, and 1 in 2 in poverty. As our nation’s largest primary care system, there is
strong evidence, including from the Congressional Budget Office, that our work saves lives and
also saves Medicaid and Medicare billions annually by reducing costly emergency, inpatient, and
specialty care.? Research shows that every dollar invested in primary care yields a 13-to-1 return
in overall health system savings.>

At atime when CHCs are facing sustained financial instability and deepening workforce shortages,
NACHC appreciates the Administration’s goal of reducing regulatory burden through the HTI-5
proposed rule. However, it is imperative that these efforts do not inadvertently remove or weaken
the safety and security safeguards that safety net providers like CHCs rely upon.* Nearly 90% of
CHC patients have incomes at or below 200% of the Federal Poverty Level (FPL). CHCs serve
these patients amid rising labor costs, negative operating margins, and constrained reimbursement
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growth.’ In 2024 alone, CHCs provided care to 6.9 million dental health patients, 3.4 million
behavioral health patients, and over 28.7 million medical patients. All of this occurred while CHCs
faced rising labor costs, negative operating margins, and increasing reports of operating losses and
limited cash reserves. These challenges restrict their ability to undertake unfunded technology
upgrades.®’

These pressures are compounded by ongoing uncertainty in the 340B Drug Pricing Program,
anticipated changes with Medicaid enrollments and eligibility, and higher projected uninsured
rates.® Simultaneously, CHCs must comply with evolving federal requirements, including
information blocking, evolving certification criteria, and enhanced privacy and security
requirements, each of which has required years of extensive vendor coordination, policy revision,
and workforce training. CHCs rely heavily on Certified Electronic Health Record Technologies
(CEHRT) to maintain quality, ensure patient safety, and report on health outcomes. While NACHC
supports efforts to streamline the market, we are concerned that removing federal “floors” for
certification will shift the burden of verification from the government to resource-constrained
health centers, potentially exposing them to security flaws, data breaches, hidden vendor costs,
and discriminatory algorithms.

Workforce constraints further exacerbate these challenges. Persistent vacancies across clinical and
non-clinical roles, including information technology and cybersecurity positions, have left many
CHCs without the internal expertise necessary to implement complex interoperability and data
governance requirements.” With an estimated shortage of 87,150 full-time equivalent (FTE)
primary care physicians and 302,440 FTE nurses by 2037,'° the CHC workforce is experiencing
significant burnout.!' CHCs frequently rely on external vendors to operationalize federal health IT
mandates, and they do not maintain the in-house technical capacity that certain aspects of the
proposed rule presume. Absent sufficient transition time, targeted funding, and clear
accountability for certified developers, the HTI-S proposals risk imposing obligations and
liability exposure that CHCs lack the operational and financial capacity to absorb without
diverting resources from direct patient care.

NACHC appreciates the opportunity to comment and looks forward to continued engagement with
ASTP/ONC to ensure that final policies are workable for the nation’s health care safety net.

I. Supporting Interoperability
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NACHC strongly supports the proposed changes to Information Blocking regulations,
including the removal of the “Third Party Seeking Modification Use” condition within the
Infeasibility Exception at § 170.315(a)(12). This change would help ensure that vendors cannot
prevent CHCs from using authorized third-party applications to write data back into the Electronic
Health Record (EHR). For CHCs, this functionality is essential to documenting referrals, tracking
social risk interventions, and closing the loop on external care coordination activities in a timely
and efficient manner. '

Current write-back restrictions often require CHC staff to enter referral information into a separate
care coordination platform and then manually copy that information into the EHR. Allowing data
to flow directly into the patient’s chart through standardized APIs, such as Fast Healthcare
Interoperability Resources (FHIR), would eliminate duplicate documentation, reduce medical
errors, improve workflow efficiency, and reduce administrative burden on medical assistants and
care coordinators, allowing staff to focus more on patient care.

NACHC also supports the revised definition of “Access” to explicitly include autonomous
artificial intelligence (AI) systems. Clarifying that such agents qualify as permissible users
would allow CHCs to automate routine queries, such as monitoring hospital portals for discharge
notifications and related care information, tasks that currently require significant manual staff
time.!? Permitting recurring automated queries would streamline care management, facilitate
timely post-discharge follow-up and Transitional Care Management (TCM) billing, and better
align federal policy with the operational realities facing CHCs. NACHC strongly supports the
expanded definitions of Access and the allowance of third-party write-back, provided that
ASTP/ONC retains rigorous certification standards for auditability, provenance, and data integrity.

While NACHC supports the proposed advancements in interoperability, we have significant
concerns about removing specific certification criteria. We fear these removals will allow vendors
to “unbundle” current standard features, including information technology frameworks, into
expensive add-ons or remove them entirely, harming our ability to care for vulnerable populations.

II. Cybersecurity & Privacy: A Critical Risk

NACHC opposes the blanket removal of privacy and security certification criteria (§
170.315(d)(1)-(d)(13)),'* and instead recommend ASTP/ONC to adopt the Alternative
Proposal mentioned in the rule to retain the Audit Log requirements (§ 170.315(d)(2), (3),
and (10)) to ensure fraud and abuse can still be detected. This proposal removes the
requirement for vendors to demonstrate Multi-Factor Authentication (MFA), audit logs, and
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encryption during certification. The removal of the privacy and security certification criteria would
shift responsibility to providers, including CHCs, to perform additional due diligence to assure
alignment with HIPAA privacy and security safeguard requirements, validate and embed specific
protections within contractual arrangements, and integrate business associate security assessments
into their HIPAA compliance oversight, as appropriate.

CHC:s are dedicated to enhancing their security postures and maintaining privacy stewardship, but
this proposal will impose undue financial hardship and create significant liability concerns. As
safety net providers operating on razor-thin margins, CHCs often face challenges such as financial
constraints, limited training opportunities, and the complexities of integrating new systems within
the health IT space.'> Only two-thirds of health centers report having a cybersecurity committee
or leader, and 78.9% reported having 1-10 full-time equivalents (FTEs) supporting health IT. While
many CHCs maintain dedicated staff, these IT teams are small and often wear multiple hats, so
CHCs rely on third-party vendors and organizations to help them maintain HIPAA and
cybersecurity compliance to secure their sensitive data.

If these privacy and security protection criteria are removed, CHCs will need to test cybersecurity
measures in-house or contract with additional vendors. Small to medium-sized CHCs do not have
the resources to conduct independent security testing of their software or afford to pay a third
party.'® Health center health IT experts estimate that the cost for penetration testing (PEN tests)
would range from $20,000 to $80,000, depending on the size and complexity of a CHC’s system.
Removing the federal “seal of approval” for security does not remove the HIPAA requirement for
CHCs to be secure, but it removes the assurance that their vendor software supports that
compliance. This can expose CHCs to massive liabilities regarding data breaches and

ransomware. !’

In 2025, healthcare cybersecurity attacks increased by 21% to 575, up from 476 in 2024.'% In 2024,
CHCs were among the stakeholders impacted by the Change Healthcare breach. Over three-
quarters of CHCs were negatively affected by the cybersecurity breach, with an average of 75%
of CHC patients directly affected. Over 60% of CHCs had patients affected by delays in access to
care due to inability to obtain prior authorization, service interruptions, or going without needed
medications, and over 70% of CHCs report that access to discounted medication or health care
services has been affected. One in five health centers (20%) had over half (50%) of their revenue
impacted by the breach. While the scale and impact of cyberattacks were largely an anomaly,
removing these cybersecurity protection requirements from vendors could lead to an increase in
cyberattacks. Additionally, this creates a more significant risk for the CHC. If these key
cybersecurity measures are removed, there are more instances in which CHCs fail to meet the
HIPAA Security Rule requirement for audit controls (45 CFR 164.312(b)), exposing them to Office
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for Civil Rights (OCR) investigations and fines. Removing the § 170.315(d) criteria effectively
decouples Health IT Certification from HIPAA compliance support, creating a regulatory
misalignment in which a ‘Certified’ product may no longer be ‘HIPAA-ready.” Additionally,
removing these items could erode invaluable patient trust; without them, CHC cannot prove to
patients that their data is safe, irreparably damaging community trust.

NACHC warns that the legal medical records could be corrupted by “agentic AI” users without
“humans in the loop” having the technical tools, such as audit logs, provenance tags, or Al
transparency data, to detect data corruption. The question of accountability for when this happens
is concerning because this again shifts the liability to community health centers, and away from
Al vendors. As previously stated, we recommend ASTP/ONC adopt the Alternative Proposal
mentioned in the rule to retain the Audit Log requirements (§ 170.315(d)(2), (3), and (10)).
Keeping these items — auditable events and tamper resistance, audit report(s), and auditing actions
on health information — will help ensure fraud and abuse can still be detected. This will also help
support CHC compliance obligations as providers and aid in internal and external investigations.

II1."Black Box" Algorithms (Al Transparency)

NACHC strongly urges ASTP not to finalize the removal of Decision Support Intervention
(DSI) transparency requirements (§ 170.315(b)(11)), specifically the elimination of “source
attributes” and risk management. “Model cards” provided by vendors help disclose training
data or bias testing for Al. These model cards provide CHCs with clearer insight into the positives
and limitations of the DSI tools they use, helping them better judge and understand outcomes from
DSIs. Without clear expectations for documentation and disclosure, CHC providers may lack
sufficient information to assess the reliability, bias risks, and clinical appropriateness of Al-enabled
tools. This could undermine trust, impair informed decision-making, and create variability in how
risk is evaluated and mitigated across care settings. CHCs already consistently deliver high-quality,
cost-effective care that meets or exceeds national benchmarks, particularly for populations with
complex needs. For instance, CHCs provide strong chronic disease management (67% blood
pressure control in 2024), increase preventive screenings, and reduce reliance on Emergency
departments,'® all of which help improve patients’ quality of life while saving the U.S. healthcare
system money. CHCs serve the populations more likely to be harmed by biased algorithms.
Without “Model Cards” to disclose training data, CHC clinicians cannot know if a predictive tool
is safe for our patient base, which could negatively impact the high-quality care CHCs already
provide. Additionally, this removal contradicts the FAVES (Fair, Appropriate, Valid, Effective,
Safe) principles previously championed by ASTP/ONC.? CHCs serving disproportionately
minority populations cannot assess ‘Fairness’ or ‘Safety’ without federal mandates requiring
vendors to disclose the demographics of their training data.
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For example, a CHC uses a DSI tool to flag “High Risk” patients for care management, a common
service. The tool rarely flags patients from a specific zip code (a predominantly low-income area)
or flags patients of differing demographic backgrounds at lower rates. Because the Al was trained
on commercial insurance claims data (wealthier patients, non-minorities), certain patient
populations are now excluded or receive reduced recommendations for care management
resources, potentially worsening health disparities. Without the Model Card, providers and end-
users cannot see this source bias.?! The CHC may be paying for and using a discriminatory tool
but lacks the transparency data to prove it. Deregulation in this area creates a “black box” that
transfers medico-legal liability to the provider.??

CHCs are eager to continue to utilize Al, including DSI tools. CHCs use artificial intelligence
across administrative and clinical settings, freeing up staff for higher-value tasks, reducing costs,
and improving overall financial and operational performance. While we acknowledge that no
dataset will ever be free of bias, being transparent about potential bias in the data used to train Al
methods and applications is an important step toward mitigating unintended consequences. We
understand ASTP’s desire to enhance cost savings by eliminating these model cards, this would be
at the expense of safety net providers who rely on them to better assess and understand how these
Al tools impact the patients we serve.

IV. The UDS Reporting Blind Spot (CQM Filtering)

NACHC opposes the proposed removal of the “Clinical Quality Measures (CQM) — Filter”
criterion at § 170.315(c)(4). CHCs are federally required to report clinical quality data through
the Uniform Data System (UDS), including measures stratified by race, sex, ethnicity, payer, age,
and other demographic factors.?* The current certification requirement ensures that EHR systems
can uniformly filter and generate reports using these data elements. Removing this criterion would
shift responsibility for maintaining this essential functionality from vendors to providers who do
not control the technology’s design.

Without certified filtering capabilities, CHCs could lose the now default automated tools they rely
on to identify differences and produce required reports. In practice, CHCs may be forced to return
to manual chart reviews, custom report building, or external data extraction processes to meet UDS
obligations, a requirement of fulfilling 330 grant requirements. This would increase administrative
workload, increase the likelihood of human error, and divert clinical and quality improvement
efforts from patient care, all while CHCs are facing significant workforce shortages and burnout.?*
In many cases, the only viable alternative would be for CHCs to contract a third-party population
health vendor to replicate the filtering capabilities currently required under certification. This
would impose new and unfunded costs on organizations that are already operating on narrow or
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negative margins.”> CHCs do not have the capital to procure additional analytics platforms needed
to maintain compliance with existing federal reporting mandates. For rural and frontier CHCs,
limited vendor availability and interoperability challenges between EHR systems and external
analytics platforms would further increase operational and financial complexity.

The removal also creates heightened liability risks for providers. CHCs would remain legally
responsible for the accuracy and completeness of their UDS reporting, regardless of whether their
vendors provide certified filtering tools. If EHR systems lack reliable stratification functionality,
CHCs may face audits, compliance deficiencies, or financial consequences tied to incomplete or
inaccurate reporting, which could expose CHCs to malpractice risk if discrimination is later
identified and attributed to insufficient monitoring.?® Shifting the burden of verifying data integrity
and maintaining reporting functionality from certified developers to CHCs creates an imbalance
in accountability and places disproportionate legal and compliance exposure on providers that
neither design nor control the underlying technology. NACHC urges ASTP/ONC to maintain
the existing “Clinical Quality Measures — Filter” criterion to ensure that certified health IT
continues to support CHC UDS reporting, regulatory compliance, and safe, efficient care
delivery within the health care safety net.

V. Loss of Structured Family Health History

NACHC is also concerned with the proposed removal of the “Family Health History”
criterion at § 170.315(a)(12). Eliminating the functional requirement to capture family health
history risks means reverting this critical field to unstructured, free-text documentation. For CHCs,
structured family health history data are essential to population health management, preventive
care outreach, and clinical decision support. Without these data elements, CHCs’ ability to generate
reports identifying patients who require earlier or more frequent screenings, such as individuals
with a family history of colon cancer or hereditary cardiac conditions, would be significantly
impaired. Interoperability with other systems will be affected by non-standardization and the
requirement for data entry.

If family health history is no longer required to be captured in structured fields, CHCs may be
forced to rely on manual chart reviews or keyword searches within narrative text to identify high-
risk patients, which can be inefficient, prone to omission, and resource-intensive. As previously
mentioned, CHCs are already experiencing staffing shortages and workforce burnout across care
teams. Requiring providers or supporting staff to manually document, review, or validate family
history information would add existing workload pressures and divert time from direct patient care
and care coordination. Additionally, removing this key criterion raises serious liability concerns
for CHCs. Providers rely on structured family health history data to identify patients who may
require earlier screening or additional genetic evaluation.?’ If this information is harder to locate,
CHC:s face an increased risk of missing clinically significant risk factors. For example, failure to
identify a patient eligible for earlier colon cancer screening due to inadequate data functionality
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could have grave consequences, including delayed diagnosis and preventable morbidity or
mortality.?8

We anticipate that this change could eventually be implemented using FHIR-based standards.
However, CHCs will require sufficient lead time, funding, and technical assistance from
ASTP/ONC to implement and operationalize these capabilities effectively. Transitioning to new
exchange frameworks without maintaining baseline structured documentation requirements risks
creating gaps in functionality during the interim period. Without clear safeguards and guidance,
removing this criterion would increase workforce burden, operational challenges, and legal
exposure for CHCs, while undermining preventive care and population health management
efforts central to the CHC mission.

Thank you for the opportunity to comment on these proposals. NACHC appreciates the
Administration's goal of unleashing prosperity through innovation. However, for safety net
providers, regulation often serves as a necessary protection against cost-shifting and substandard
technology. We urge ASTP/ONC to finalize the information blocking improvements while
retaining the critical certification criteria that protect patient safety, fairness, and security.

If you have any questions about our comments, please contact Elizabeth Linderbaum, Director of
Regulatory Affairs, at elinderbaum(@nachc.org.

Sincerely,

Demn

Joe Dunn
Chief Policy Officer
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